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Chapter 1

Introduction

1.1 Motivation

Internet users’ habits are changing in the way that many users prefking with mobile de-
vices. Many mobile devices already include wireless network adapteosdén to satisfy these
needs, wireless docking networks become more and more important. In@wisssities ra-
dio networks for mobile Ethernet users are mostly reserved to users i@gpective university.
The Swiss research network provider SWITCH [1] offers a workadbfor connecting mobile
devices by means of virtual private network (VPN) tunnels back to thesuseme university.
This workaround has several drawbacks, especially the installatiomaimienance costs of the
virtual private network gateways are high. Additionally, users do nbageess to local services
offered by the hosting university and cannot roam. It only works inensities that prepare their
wireless local area networks (WLANS) for this workaround. SWITCHriplementing a Swiss-
wide authentication and authorization infrastructure (AAl) [2] for unitées that allows users
to access enabled services from any place where Internet connisaiailable. Logging-on to
wireless networks however is not addressed in the present solutinndt sure whether this
technology could be used for an easy access to wireless LAN netwatrksshows at least how
user-friendly a proposed solution could be. Users should be enabé&asily connect and use
their mobile devices in all university campuses with the same security level thaysad to in
their home university.

1.2 Obijectives

The goal of this thesis is to develop a concept and a prototype implementatoraothentica-

tion and authorization procedure for mobile Internet users. The fodaasesd upon the situation
that exist among Swiss universities which means that already deployedtmittures and tech-
nologies should be considered. Nevertheless, any solution must be digeatiapted to work

in different scenarios, not only within universities. Five main objecthage been defined to be
achieved in this diploma thesis:

1. Users of mobile devices should be able to access home and foreignswiegld wired
LAN networks in a single authentication and authorization procedure. fieans no



preliminary action is required for the user before accessing a network.

2. Users should be able to use the same credentials as they use in their heensities.
Any type of a local user directory used for authentication purpose neuatvdided since
it will make any solution unscalable and dangerous in terms of privacy.

3. Users should be able to roam in the visited network without re-authengcatieach
hand-over.

4. No third-party software should be used on the client side. This is alsgpfmst that the
solution will be as platform and application independent as possible.

5. Users should have access to local services offered by the hosgagization such as
printers for example. Access to such local resources may be handiecknify in each
organization since it depends on their policy, network topology and otmgysthThe solu-
tion however should take this into account and show how local resocardse accessed.

While the thesis must focus on the main objectives mentioned above, thers@some
other aspects that should be taken care of, especially when implementiotptype. Since
users will also be able to get network access in different foreign argéons, one must pay
attention to topics like privacy, security and accounting. Otherwise maiigipants will most
likely refuse to accept any solution. Such implementation criteria consists dblibeving
points:

e Security:
There are several layers where data security is important in suchagcdn the authen-
tication phase it is very important that the user credentials are not dis@ogethnnot be
sent to any malicious attacker. The same applies to the authorization phasecaliliee
user attributes that are being exchanged must remain their privacyeFRudfe the user's
network access session should be secured against any form of mikesgext paragraph
shows some more detailed information about the specific security threats.

e Low administration and maintenance costs:
The maintenance costs of a running implementation should be kept as lowsislgos
Since several independent organizations may be involved in such a spadininistrative
tasks such as bi-lateral agreements for example may result in high exmanseffort.
Therefore it should taken care that those two cost factors remain asarrable level.

e Scalability:
Every good design should be done with scalability in mind. There is no diiteren that
fact here. We do not know how many organizations and users will béveson such a
scenario hence it must be designed in a way that makes it work with manyipesitig
organizations and users. Such a system may also grow in the future. T$tibentaken
care in the initial design process.



e Accountability:
The origin situation is based upon network access for users amongedifigmiversities.
These participating universities may differ depending on the scenaricevglieh a solu-
tion will be used. Libraries, other federal institutes, private organizatircommercial
companies could take part, thus accounting information should be collectedan #hat
participating organizations could charge for the service they providedigfousers.

e Guest user handling:
Especially in a university scenario there are often situations where péwilelo not
belong to any of the participating organizations need Internet acceassfart period of
time. It must be possible to include such guest users in an implementation inencamy
way.

e No use of closed or proprietary software and standards:
Any form of proprietary software should be avoided for it makes furthgrovements
and enhancements much more difficult and dependent of the ownerditioado that,
the involved third party software should be licensed in a way that it is frexhafge for
this use.

Security Considerations for Wireless Networks

On a wired network you have to physically attach your device to a port iardadreceive or

transmit network traffic. Users in such a network are much easier to tbetrause it is possible
to know who has physical access to the network and where he is locaiesales that sniffing

and eavesdropping can be made very difficult with the use of fully switokeglorks. However,

a wireless network does not have such properties and therefors sest special security
considerations. The following security threats should be addressedl plaening a wireless
docking network:

e Eavesdropping:
If you transmit any traffic on a wireless network everyone can recang read those
packets. That means that all sensitive data has to be encrypted in aprgerway. This
can be done by using transport protocols that offer such securngodion such as HTTPS
[3] or by establishing VPN tunnels.

e Masquerading and session hijacking:
A malicious user may scan for 802.11 [4] frames and get the MAC and IRessidor
other identity information) of a victim. The attacker then may make take over ts®ses
of the victim claiming the false identity. Before doing this, the hijacker either waitdhie
victim to leave the network or the malicious user can flood the victim with 802.11 MAC
disassociate frames to forcefully log him out. If the access controller motesnow that
the user left the network or has been forced to, the attacker may takehatesession
until a new re-authentication is requested.

e Rogue access points and fake portals:
If you associate with an access point (AP), you do not really know wtiéstice you are
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actually connected to. It is just assumed that it is the corresponding veir@etesss point
but it might also be a malicious user’s wireless interface, pretending to bkdaaccess
point. That way an attacker could set up a fake environment in ordert forigate data
such as user name and password combinations. Therefore, an aati@mgicocedure
should always be mutual which means that not only the user authenticatesfhortbe
network but also the according device to the user.

e Man-in-the-middle attacks:
An attacker who positions himself between the victim and the access point noigés a
the access point to the user and as the user to the access point whilepitirigraé traffic
between those two parties. The malicious user is then able to read, insenbdifg any
messages at will without the knowledge of either party.

e WEP algorithm flaws:
A number of security flaws have been found in the WEP (Wired Equivienacy) algo-
rithm. There are active and passive methods to encrypt the trafficltegaof the length
of the shared secret caused by a weak implementation of the WEP initializatitors/e
[5]. All these attacks can be performed even by low cost equipment,faherg02.11
networks should not rely on WEP as a security mechanism.

1.3 Structure of the Document

After defining the concepts of authentication and authorization infrastescund mobility man-
agement the following chapter 2 presents some protocols that might bearsaeth purpose
and that have been evaluated for this thesis. Following that an overviewt similar, already
existing implementations is given. Chapter 3 shows an analysis of possibento#tion and
authorization schemes for mobile users. Those schemes are discudsediynevaluated how
they comply with the given goals and one is chosen as the proposed sotuttbisfthesis. Then
this solution is explained in detail in chapter 4 and its implementation is presentedptects.
Afterwards, some measurements are shown in chapter 6. Finally chapttrerlast one con-
cluding the work and gives an overview about the future developmethiegbroposed solution
and its implementation.



Chapter 2

Related Work

In order to better understand the schemes that are discussed in theayeber@nd the following
chosen solution it is helpful to introduce some protocols and technologieariaelevant in
such a scenario. At first the terms authentication, authorization and mobilitggearent are
explained because they are very often used later on in this document. tAiftentroduction
some network access and authorization protocols will be explained thableawn evaluated for
this thesis. Finally some already existing implementations will be shown that atérusienilar
scenarios.

The terms authentication and authorization are widely used in this documenéeniiattion
is actually the process of verifying an identity claimed by an entity. This meangliesticate a
user is the process to verify his identity at the organization he belong<s¢o, referred to as the
identity provider. Authentication may not only be used in conjunction with perbaot also with
computers and other devices. This is very important since for an examiiasarcay never be
sure to what server he is connected to unless the server has beantiaatbd as well.

Authorization is often mentioned in combination with authentication and refers tprthe
cess of granting or denying access on a requested resource aitdsen authentication process
in advance. A protocol that serves the purpose of those two terms ibyusaled an authenti-
cation and authorization infrastructure (AAl).

Mobility management is a loose term used for all actions that are related to thktynaib
a user. Information about the location of a mobile user, what base statimnclo@enected to
and similar data is covered by this term. Roaming is one of the most importantpresehat
emerges from mobility management.

2.1 |EEE 802.1X

IEEE 802.1X [6] is an open standards-based protocol for authentidatdists on a network port.
This port-based network access control makes use of the physicalctdréstics of an IEEE
802 LAN [7] environment in order to authenticate and authorize devicessiogée point of

attachment in a LAN environment. The protocol introduces the following terndefioe this

standard.

e Authenticator:



Wireless Client IEEE 802.1X enabled
(Supplicant) Access Point (Authenticator)

Uncontrolled Port Authentication
-
EAPoL authenticatio Server

,,,,,,,, - message exchange
Controlled Port

Figure 2.1: 802.1X Authorization State of the Controlled and UnconéaIPort

A device that requests authentication from a node (supplicant) that is edtézia LAN
port. It acts as an intermediary between the supplicant and the authentisatigar,
requesting information from the client, verifying this information with the authatito
server and relaying responses back to the client.

e Authentication Server:
This device provides authentication services for the authenticator. Basthe informa-
tion sent by the supplicant it decides whether it is authorized to accesetierk or
not.

e Supplicant:
A device that is attached to a port and requests authorization to accesdwioekn

The operation of port-based access control implies two distinct statesegsaat the point
of attachment, namely controlled and uncontrolled state as shown in figur&r& Hatagrams
sent to the physical port are made available to both states of the portlguheruncontrolled
port is switched on when a new supplicant attaches to the physical pisrsulbject to the autho-
rization procedure whether the status of the controlled port is then switchedoff. By default
this decision is based on the result of authentication exchanges betwesmpiieant, authen-
ticator and authentication server. The authenticator uses the uncontrotted pommunicate
authentication protocol information with the supplicant. Protocol messadmpges between
the authenticator and the authentication server can be done via controlledamtrolled ports.
In a IEEE 802 LAN environment this authentication communication is done byoEAEAP
over LAN) messages.

2.2 Extensible Authentication Protocol (EAP)

The PPP Extensible Authentication Protocol (EAP) [8] is a protocol famtgo-point authenti-
cation that supports different authentication methods. The key featliEsRoare:

o Flexibility:
EAP acts as a framework for network authentication protocols. Whei@ewew authen-
tication method is implemented, only a new EAP protocol number needs to beagser
The authenticating device (for example the access point) does not needdistand the
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new protocol which means no changes are needed in order to introchee enethod.
The EAP packets are just forwarded to the authentication server.

¢ Reliability:
EAP offers a reliable data transfer since it is a media independent ploiddoh means
that the presence or absence of lower layer security is not taken irgaracd his is done
by retransmission and elimination of duplicated packets.

e Media Independency:
EAP is a media independent protocol. Normally it runs directly over the datddirec
such as PPP or IEEE 802.

When a new network link is established, the authenticator sends a requeghémticate
the client device. Normally the first query includes an identity request feliblay requests for
authentication information, whatever the authentication method will be. Thgaests will be
answered by corresponding Response packets that contain theedeigéormation. Finally, the
authenticator will send either an Success or a Failure packet back to thie clie

The IEEE 802.1X standard defines how EAP is used over LAN, be it varegreless. In
this case the EAP packets are encapsulated in Ethernet frames and R jpaPkets. This
protocol defined by the IEEE 802.1X standard is called EAPoL (EAPmnudation over LAN).
Figure 2.2 shows an overview of the complete EAP protocol layering.

When an new client wants to access an 802.1X protected network, thethcabar forces
the client’s port in an uncontrolled state which means only 802.1X relatecctrafforwarded.
Then the client may send an EAP Start message, which will be answeredByREquest
packets from the authenticator. The EAP Response packets from thkcanp will then be
forwarded to the authentication server. It uses a special authenticégimnittam to verify the
supplicant’s identity. The authentication server responds then with eithEA&BnReject or
Success packet. In the latter case the authenticator will change the clientis pn authenti-
cated state, which means that other traffic is forwarded as well and thé lefisrmaccess to the
connected network.

Authentication Methods for EAP

Although there are dozens of methods, only some are being discussed hese methods are:
TLS (Transport Layer Security), TTLS (Tunneled Transport lreyecurity), PEAP (Protected
EAP), LEAP (Lightweight EAP) and SPEKE (Simple Password-authentidatgonential Key
Exchange).

Transport Layer Security (TLS)

EAP-TLS is a certificate-based authentication method, which provides nauttiantication.
That is very important, especially when using wireless docking networksderdo prevent
connecting to rogue access points. This is accomplished by signed ctsifioaboth, clients
and servers. Unfortunately this implies the setup of a full Public Key Itriragire (PKI), which
does not scale very well and is very cost intensive.



TLS TTLS CHAP-MD5 Other Authentication
Layer

Extensible Authentication Protocol (EAP)

EAP Layer

EAP over LAN (EAPoL)

PPP 802.5 802.3 802.11

. ! Data Link Layer
Token Ring Ethernet Wireless LAN

Figure 2.2: Extensible Authentication Protocol layers

An EAP-TLS conversation between a peer (for example a mobile deviceqrmauthenti-
cator looks as follows. When the mobile device requests access to the gloekwork, normal
EAP negotiation takes place at first. After the authenticator has sent anREgRest Iden-
tity packet, it may act as an pass through device between the peer andRasefver (for
example a RADIUS server). Then the client sends back its identity in a EAPdRee mes-
sage. The EAP server starts the EAP-TLS negotiation with an EAP-TL$ [&teket (encap-
sulated in an EAP Request packet), which is responded by an EAPHies leello from the
mobile device. This clienhello contains a session id among other things, which can be used
to resume a former EAP-TLS connection. If there is no session to resum&AR server
sends an EAP-TLS packet containing its certificate, a sdredo (with a new session id), a
serverkey exchange, a servdrello.done message and a certificate request. The peer will then
answer this with a EAP-TLS packet that holds its certificate, a ckegtexchange, a certifi-
cateverify, a changecipherspec message and a TLS finished flag. Upon a successful certifi-
cate verification, the server sends back an EAP-TLS packet with @jeltgpherspec message
and a TLS finished flag. After a final EAP Response and EAP Successage exchange the
EAP-TLS session is established.

Tunneled Transport Layer Security (TTLS)

This method is an extension to TLS (explained in the previous paragrapljsol provides
mutual authentication. Due to TLS is used to establish a tunnel between theadliktite TTLS
Server, other legacy authentication protocols can be used (besidifisaterbased methods).
The secure tunnel established by the TLS handshake is used to autieetitecalient using
other authentication infrastructures such as RADIUS. The TTLS pazkdbad includes the
protocol used to authenticate the client which can be a PAP, CHAP or aaym#thod. This
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means that TTLS can be used to protect legacy authentication protocwistagasting security
threats by using a secure transport tunnel.

Protected Extensible Authentication Protocol (PEAP)

PEAP is very similar to TTLS. It also adds a TLS layer on top of EAP but isuke secured
session to protect a second EAP exchange. Common EAP methods sdpoR&EAP are
EAP-MS-CHAPv2 and EAP-TLS. This protocol was developed by Miofband therefore has
built-in client support in their operating systems. On the other hand client implamiens for
Unix based and Linux systems are in a more experimental state at the moment.

Lightweight Extensible Authentication Protocol (LEAP)

LEAP is a proprietary EAP authentication protocol developed by Ciscte8\s which means
it can only be used in conjunction with their Access Points products. Like-EA® it also
provides mutual authentication. The authentication is based on a user nesmahscheme.
It uses the following authentication process. A mobile client connects to &Ldfabled access
point and sends an EAP Start packet. The authenticator sends as spgsst to the authenti-
cation server. Then the peer sends its user name to the access poinfomhatids this message
to the server. The authentication server sends a challenge back to the dfiebile The client
computes this challenge with the Cisco LEAP algorithm and mixes it with the padsviibrs
encrypted password will be sent back to the authentication server, walickates the derived
challenge and response value and sends back a success messagdieatth&€hen the client
sends an AP authentication challenge back to the server. If the netwarkasssfully authen-
ticated, the client sends a success message to the server, which will ed@0Rth X protected
network port. Finally, a WEP key will be generated and stored in the AP andli#mt for that
session.

Simple Password-authenticated Exponential Key Exchange (SPEKE)

SPEKE is a password-based authentication method for EAP like LEAP butdtipletely ac-

cess point independent. It features mutual authentication using a pdsshich is integrated in

a normal Diffie-Hellman [9] exchange. That way the password is prategjainst sniffing and
unconstrained brute force attacks from the network. Other active asslve network attacks
such as man-in-the-middle and replay methods should be prevented by thatirae well.

2.3 Remote Authentication Dial In User Service (RADIUS)

The Remote Authentication Dial In User Service (RADIUS) [10] protocakvdeveloped by
Livingston Enterprises, Inc as a distributed solution to meet the securiljreggents of remote
computing. Distributed security is designed to separate user authenticaticautirorization
from the communications process and to create a single, central locatioseioauthentication
data. This data can be accessed in different ways like via Networknhation Service (NIS) or
by querying a dedicated RADIUS database. The basic operation schehmis in figure 2.3.
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Figure 2.3: RADIUS Authentication Architecture

User authentication is performed by a series of communications exchagige=e the RA-
DIUS client, also referred to as the Network Access Server (NAS) anduthentication server
(or AAA Server). When a user initiates access to a resource that esquithentication, the sys-
tem requesting the authentication is the Network Access Server. It will@eAdcess-Request
to an AAA Server, which contains the user’'s name and password, tygmnogction (port), NAS
identity, and a message Authenticator. The password is hidden using a nietbed on the
RSA Message Digest Algorithm MD5. If the server cannot be reach#dnaa certain amount
of time the request will be forwarded to an alternate server. When an iithgon Server re-
ceives such a packet, it will check whether the NAS is permitted to sendsaoeguests. If this
validation is successful the user’s credentials will be passed on to thepajgie authentication
method. The AAA Server then sends either an Access-Reject or arsg€wllenge response
back to the NAS, depending on the authentication success. Thesegeggaukets may con-
tain a text message, which will be prompted to the user for informational pardbthe NAS
supports challenge/response and the Access-Challenge packétsartext message, it will be
displayed and the user is prompted for a response. Then the RADIUS$relieands its Access-
Request including the user’s response. The AAA Server may respithcain Access-Reject,
another Access-Challenge or an Access-Accept message. The idbeiybe sent if the AAA
Server is satisfied with all supplied data from the Access-Request atkQiipe-Response mes-
sages. All configuration information will be encapsulated in the Accesetpacket. Optional
accounting procedures may take place now. After this process the yganted access to the
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desired resource by the NAS.

Another key feature of the RADIUS protocol is proxy support. All AA&r8ers may act as
either a forwarding or a remote server. When a NAS sends an AcazsseR packet, it can be
forwarded to a remote server by the local RADIUS part, which will rez¢ie reply from the
remote AAA Server. Then this reply will be passed back to the client. Thtarfe# important
when it comes to designing an authentication infrastructure for wireles®rietwSuch a proxy
functionality allows to roam between different access points without to atita¢e locally.

For wireless docking networks RADIUS can be used in conjunction wittElBE2.1X as
an AAA (Authentication, Authorization and Accounting) infrastructure.clsan architecture
includes the following parts. A mobile client seeking network access, a wi@ecess point
(AP) that acts as an NAS, thus handling the message exchange betweemothite client and
the hot spot controller. Both devices, namely the AP and the client’s wireétssrk card must
be 802.1X compliant. Finally, an EAP enabled RADIUS server is neededwelcis as an AAA
server.

When a mobile client associates with the network it provides its user credeatiaésaccess
point, which then passes them along to a RADIUS server for verificatitve. AAA server is
responsible for the authentication, authorization and accounting funétioeach client request.
This server also helps to centralize public key operations, which are bséthby some 802.1X
variants (like PEAP and TTLS).

2.4 Diameter

The RADIUS protocol has some limitations as well as some vulnerabilities thaaased by
the protocol design (and by poor implementation). In order to eliminate theseesmings, the
Diameter [11] protocol has now been introduced as a RADIUS replademdong with the
protocol some applications has been defined as well, which suppoifispgoes of network
access scenarios.

The following limitations of RADIUS caused the development of the Diameter pobto
Each attribute carried in a RADIUS message is defined by a variable-lerghle3(Attribute
Type, Attribute Length, Attribute Value) with a maximum attribute length of 255. Aniter
attribute is encapsulated in a 5-tuple (Attribute Type, Flags, Attribute Lengthd®-ID, At-
tribute Value) allowing an maximum attribute length of 16581375. Furthermor&#&iglUS
protocol uses a one byte identifier field, which is used to recognize setiasions, thus allow-
ing 256 messages between a RADIUS client and server. Diameter is diesggakow more
than 4 billions messages. RADIUS is built upon UDP whereas Diameter useaiC SCTP
(Stream Control Transmission Protocol) [12] as a transport layergobt®his enables a server
to regulate the data flow from its clients. The RADIUS protocol on the othed edesigned
with merely no error handling. If a server does not respond to a retueNAS will simply
forward the request to an alternate server assuming the latter is reacBialole Diameter uses a
connections oriented protocol such as TCP and its own keep-alive gesssail-over handling
is greatly improved. In case of a failure all retransmissions are done byABdtself, proxies
do not have such a capability using RADIUS. This can be a drawbaclABfiBS when it is
being used in a large scale environment. Diameter handles the failures étkenhere they
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occur. RADIUS was implemented as a client/server protocol, which cauatsalthnitiating
messages have to come from the client. Diameter is more peer-to-peer oabowedg server
initiated messages as well. The RADIUS protocol is vulnerable to replayepgakhich can be
used for denial of service attacks. Diameter features a true end-teeendty for messages that
are exchanged, which means that intermediate Diameter servers (suaXxias)pcannot read
any confidential information. RADIUS does not have such a securityifea The RADIUS
protocol uses a shared key between to peers to encrypt the messtmprpgagardless if the
underlying protocol already ensures privacy. The Diameter prottanokecure its packets with
either IP Security or Transport Layer Security.

As already mentioned before, Diameter features some applications thatitrepon its
own protocol. The data is carried in so called Attribute Value Pairs (AVPBIcwis the same
concept as in the RADIUS protocol (but somehow improved). ThesesAMB used by the
protocol itself as well as by the applications or even higher level progthataise Diameter.
Currently, there are four different applications defined : the Mobil¢gh®®NASREQ (Network
Access Server Requirements Next Generation), the CMS Security aid\ehapplication.

Diameter components are similar to those used in a RADIUS environment butitbey
named differently. The protocol defines clients, servers, relayxyproedirect- and translation
agents. The client is the device that performs access control. This cealdNBS for example.
The server is the part that handles the AAA functionality. Relay Agent® miameter packets
based on the information which is stored in the message. No information may bfehdg
the Relay Agents but they are allowed to add additional data. Proxy Agentgeery similar
but they may modify certain information hold in the message. A Redirect Agewides other
Diameter components with routing information that allows peers to resend thagsts to the
correct destination. Translation Agents translate Diameter messages tpratioenls (such as
RADIUS). This enables that other technology can be easily used in a Diaem®ieonment.

2.5 Mobile IP

The design of the IP protocol assumes that an IP address uniquely eeattiost on the Inter-
net. Incoming datagrams will be routed to the network this IP address bdloags are finally
delivered to the node itself. This implies that if this device changes its locatidriraus the
point of attachment, the old IP address will no longer be valid and packstiselé to it cannot
be received anymore. In order to overcome these limitations the Mobile ]RNIB) protocol
was developed.

A mobile device on the Internet should be able to receive datagrams deeislzinging its
location, which implies that the original IP address still must serve as a valudfidation. In
order to accomplish this, the MIP protocol introduces the following entities:

e The Mobile Node (MN):
This is a host, which can change its point of attachment without altering itsdressl
This is typically a notebook, PDA or a cellphone.

e The Home Agent (HA):
This is a host, which acts as a router for the mobile node whenever it is rmaetbm the
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Figure 2.4: Mobile IP Operation With A Foreign Agent “care-of-address”

network its static address belongs to (the home network). All datagramsetesinhe
Mobile Node will be tunneled and thus delivered to the current address.

e The Foreign Agent (FA):
That is a router on a foreign network, which may act as an IP tunneloeémdjor packets
sent by Home Agents and serves as a default router for the Mobile Node.

A Mobile Node receives a static (home) IP address on its home networkohsss the node
change its location to a foreign network, a so called “care-of-addiesseated and linked with
the home address. All packets sent by the Mobile Node have the homesddréhe source and
packets destined to the Mobile Node have it as the destination address irPtheiaders. Due
to this implementation the Mobile Node looks like a host with a static IP address to the oth
devices on the Internet.

The basic operation of the Mabile IP protocol works as follows and is dews in figure
2.4. A Mobile Node associates with a new network. Then it either sendsnofigent Solici-
tation message or just listens passively for Agent Advertisement padseton as it receives
one of these messages, the Mobile Node determines if it is connected toignforeo the
home network. In the latter case the node deregisteres at the Home Adesierates without
Mobile IP functionality. If the Mobile Node is located in a foreign network, guests a “care-
of-address” supplied either by the Foreign Agent or by an other sékeea DHCP daemon.
The Mobile Node then registers the new address at the Home Agent viaidegisRequest /
Reply messages. Then the Home Agent knows that packets destined toltiie Nlmde needs
to be tunneled (IP-IP tunneling) to the “care-of-address”. The tuanéboint may then be the
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Mobile Node itself or a Foreign Agent located in the same network segmerg &othile Node.
Packets originated from the Mobile Node have the home IP address aditice sadress and
are routed normally to their destination.

2.6 Shibboleth

Shibboleth [14] is a web-based authentication and authorization infragteu@®Al) mainly
developed by Internet2/MACE. A key aspect is the federated administrattioh means that
user identities and attributes are controlled and administrated by a single erdifgetttity
provider. Any resource relies on this entity to deliver information abougea in order to make
authorization decisions. Also users are only authenticated at their tegpieentity provider,
never at a resource locally. Information is meant to exchanged in aese@yr using open,
standard-based solutions like OpenSAML and OpenSSL.

A Shibboleth authentication and authorization procedure is shown in figbran2i works
as follows. If a user tries to access a Shibboleth-protected resousoek(@wn as the service
provider), it tries to authenticate the user first (figure 2.5, step 1.). Masy this will not
succeed unless the user has already visited this resource during rtéet @@ssion. Since the
identity is unknown, the service provider part will redirect the user to #hére Are You
From” (WAYF) server (figure 2.5, step 2.). This service is maintaining a fistlgarticipating
organization and their corresponding identity providers within the Shibb&elration. It is
the only centralized service used in this infrastructure. The user theto ldmose its home
organization using a web front-end and immediately gets redirected to hisctegpidentity
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provider (figure 2.5, step 3.) where the authentication procedure t&as ©nce authenticated
the Handle Service at the identity provider creates a handle, which actsfesence to the user
and sends it to the service provider. The request to send this handledtdee resource is
initiated by the WAYF server. The part, which is responsible for acquirsgy hhandles at the
service provider, is the Shibboleth Indexical Reference EstabliskRE). Once the SHIRE
has succeeded the impersonation checks on the handle, it passes it hibthaegh Attribute
Requester (SHAR) component at the service provider. The SHAR tdresand attribute query
messages (AQM) to the identity provider to get information about this useir€fig.5, step 4.).
Based on these attributes the service provider may grant access todheee@igure 2.5, step
5.).

While the design of the Shibboleth protocol is very nice in terms of federatednistra-
tion, scalability and security aspects, it has one major drawback. Thentuimmplementation
is completely browser based. This means that every user needs to useP&SHapable web
browser in order to complete the authentication procedure since the usaciiae is based on
Security Assertion Markup Language (SAML) [15] browser profilékese profiles work with
HTTP redirects and HTTP POST and GET requests, hence a web biswseded.

2.7 Eduroam

The Eduroam [16] project was initiated by the TERENA Task Force onilipfL7], a European-
wide research and education networking association. The goal wasigndm international
roaming solution for the different National Research and Education@idtks (NRENS) that
are participating in this task force. The Eduroam infrastructure use4 8@ a network au-
thentication protocol with a RADIUS based back-end on a Europeansaale. There are some
top level RADIUS server where all the national RADIUS servers contte Each participating
institution then connects its RADIUS servers to the national server. Thatawaerarchical
topology is built that consists of a maximum of three levels. If a user wantsttoegeork ac-
cess in an institution in foreign country, his RADIUS authentication messaifjdsvproxied to
the national NREN server fist. Since the server know that these messagagant for another
NREN, they are relayed to the top level RADIUS server where they atds¢he national RA-
DIUS server where the user belongs to. Finally those messages aredotwxhe server of his
home institution. Reply packets are sent back using the same servers inEHe/®Aierarchy.
Because these authentication messages may travel through a numberl&fR@iOxy servers,
only EAP authentication procedures are allowed that use encryptedresientials. The list of
supported EAP methods consists of EAP-TLS, EAP-SIM, EAP-TTLSRIBAP.

2.8 SWITCHmobile

This concept includes a VPN driven solution. Each organization mudiliséta docking net-
work with some common properties. These include a DHCP server for autbifamonfig-
uration, no local authentication for addresses in the SWITCHmobile ACte&sccontrol list)
and no filtering for addresses outside the ACL. Additional requirementg/foAN networks
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are SSID broadcast, no MAC filtering at the AP (access point) and noat@ayduse of layer
2 encryption such as WEP (wired equivalent privacy). This dockietwvark is separated from
the private part of the university network and rather be placed in a denzilithzeone (DMZ). In
order to access resources of the home organization a VPN tunnel hagstablished between
the mobile device and the VPN gateway at the home organization. If an oagjanizvants to
restrict the access of the docking network, the SWITCHmobile ACL is applidtls ensures
that all VPN gateways can be reached without local authentication. Thcy i®executed by
an access control device. Each organization has to implement this on itshexe,exists no
default solution.

2.9 Solution at IST (Technical University of Lisbon)

This concept also features a VPN based solution. But it differs in two npajmts from the
SWITCHmobile concept. The network connection is always made betweendhie device
and a local IPSec gateway and the authentication is based on client sedctificates. Nor-
mally this implies the deployment of a complete public key infrastructure (PKIH) B2y pro-
pose a more simplified solution where the client certificates do not need theepodiation
property but instead have a short lifetime by default. This way the clievaigrand public key
can be created and maintained on a directory server at the local ortiamienad there is no need
for certificate revocation lists (CRLs). When a new mobile device is attachdtetdocking
network it gets an IP address by a DHCP (dynamic host configuratidoqmip daemon. Then
the applicant is allowed to establish connections within the network segmerst attess point
(possibly a VLAN). Connections outside of this network are denied byesvéil by default.
The only way to connect out, is to establish a VPN tunnel to an IPSec gaté&ueaiyn order
to do so, a mobile user has to get the appropriate certificates from a captivportal. For a
bi-directional VPN connection two certificates are needed, one signedheitisers public key
and the other signed with the public key of the home organization. In additiorstodttificates
the user needs to obtain the private key from this portal as well (in ordéedo/pt the VPN
traffic). With those credentials the user is allowed to establish a VPN connéotibe IPSec
gateway and to access the Internet. A solution for the distribution of uséewtials among the
organizations for the web portals is not covered by their article. A morée@t@escription can
be found at project web page [18].

2.10 Solution at TUT (Tampere University of Technology)

This project is still in a very early phase of development. They plan to afiewmbination of

web-based authentication as well as a “classic” VPN solution. Mobile asersplit into four

different groups, namely students, staff, guests and roaming uskesddcking networks are
called Public Access Networks (PAN) and are considered hostile. Tieeseparated from the
private parts of the university network. Internet access is controlfeacbess control devices,
other network parts like private intranets are protected by ACLs. Whesea attaches his
mobile device to such a PAN he receives a public IP address. Then thkassto start a web
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browser and is redirected to a captive web portal. After entering theraigagon information

limited access is granted by an access control device. The user is ceddiogged out if the

mobile device does not respond to a certain number of subsequent pingste. Staff use a
“classic” VPN connection to a specific VPN gateway possibly located invaatgripart of the

university network. Guest users are handled almost like students. ifféesndce is that they
have to fill out some information at a guest registration page, which is loeated web portal.

This application has to be approved and a validity lifetime has to be selectedayttzorized

person before the user gets access. Roaming user access is a comluh#im student and
the staff authentication. The mandatory part is similar to the students parti$atso possible
to initiate a VPN connection to access the intranet. Detailed information can hd &itthe

project web page [19].

2.11 NoCatNet

NoCat Network [20] is a wireless community network that has been starteshion$a County,
CA. The most interesting part is the NoCatAuth software. This is a completéessraetwork
access authentication implementation that acts as a captive web portal and@ss control
device. Unauthorized users are redirected to the captive web portaéiiey need to authen-
ticate themselves in order to get network access. The software is writteml iarfélesupports
various authenticated modes. The software is meant to run on a Linud-bpseating system
and uses the IPTables [21] packet filter to control the network sessions
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Chapter 3

Analysis of Possible Authentication
Schemes for Mobile Users

This chapter contains a collection of possible schemes for authenticatioaugimatization of
mobile Internet users in a docking network that have been analyzedgdhésis. At the end of
this chapter all schemes will be evaluated against the given goals.

3.1 Open Network with Protected Resources

One possible solution is an open docking network where users doret toaguthenticate in
order to get Internet access. This docking network must be isolatectfr® private parts of the
organizational network. Please take a look at figure 3.1 for a possibdotpp The docking
network is considered hostile because there is no control who is attachteat gogiven time.
Since access points (APs) used in such a docking network can be lacatiéfgrent physical
locations like working pools, libraries and so on, it would be convenienstabésh a virtual
LAN (VLAN) segment for all docking networks. All APs should share #aame service set id
(SSID). Whether this SSID is broadcasted or not can be decided byoega&nization for itself.
Since the propagation of 802.11 frames cannot be confined (at le@starneasy way), it is
possible that the signal of an AP outside of a building is still strong enougkttaggsociated.
This way it is extremely easy for a person with a mobile Internet device tsadthe network
from outside the building. That could be a reason not to broadcast teeSSHD even if this
does not provide any security against such intruders.

Besides the common SSID the docking network requires a couple of othygerties. The
APs should be configured that no filtering at the MAC or IP layer is doenammandatory use
of WEP (Wired Equivalent Privacy) or any other data link layer entoypmethod is needed.
In addition to that a DHCP (Dynamic Host Configuration Protocol) service mumsinside the
docking VLAN. Whether private or public IP addresses are used tfigroe clients can be
decided by each docking network provider individually. One must keemma that some VPN
suites like IPSec may not work through a NAT (Network Address Transiptiateway. The
docking network is separated from other network segments (most likely 2)DWa firewall.
Since we are allowing free access without authentication, some filteringaategdsn order to
reduce the risk of misuse. Only common used protocols or ports should bedlto pass the
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Figure 3.1: Network Topology for the Open Scheme

docking network. At least the ports 80 and 443 are needed to accdd3 &d HTTPS services.
Other protocols like SSH, FTP, NPP and SMB might also be of interest to éns especially for
accessing local services. Another possibility is to block all outgoing padkam the docking
network and enabling remote services by proxy usage only.

Restricted resources, like for example laboratories, that need auttiemtiasce handled the
same way as if the user would access them from the Internet. That maaestaation and
authorization must be handled by an AAl infrastructure like Shibboleth.

Evaluation

This scenario actually complies with the primary goals of this thesis. Since wetdware to
authenticate in order to get Internet access almost all primary goals ardt mhe¢s not matter
where the mobile device is attached to the docking network; the procedwerysulere exactly
the same. Roaming is possible and no third party software is needed besagse assume
that an mobile Internet device has a built-in DHCP client software. Loaaicgs are only
restricted by the network topology and firewall policies. The main problemtwishscenario is
the security and the non existing accounting capability. Therefore thescoatrol restrictions
will possibly be very severe, which could make most local resourcesalnel Because of the
liability of misuse most organizations probably will never consider such arseh

3.2 Web-based Authentication using a Shibbolized Portal

In this solution the already working Shibboleth infrastructure is used in a ic@tdn with a
captive web portal in order to grant Internet access to mobile users.

The docking network that is being used for this scheme can either be alngkiaegment
or a VLAN if it will be used in different locations. There are no restrictiamsthe (V)LAN
topology; a portal can even be shared by different docking netwollccess points should
all have the same SSID, whether it is broadcasted or not can be handlediually. The
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docking network must be considered hostile and therefore rather bd afghe public (for
example a DMZ) than of the private network segments and be separatedHfeoother parts
by a firewall. It should be kept in mind that firewall rules has to be charfiged a remote
location if a commercial product is used to control access to and from ttidrdpnetwork.
Therefore it is recommended to use a open-source, Unix based seétiver packet filter for
this task, for example an OpenBSD or a Linux based system. Since thisaorgsol device
is a single point of failure for the whole docking network and is a possibiet pd attack for
hacking attempts, it should be secured as good as possible. To enseiaf aae for the mobile
users, a DHCP service should be running inside the docking networls c@h be done on
the same physical machine as the firewall. The third service that is needezhjige web
server. Unauthorized HTTP/HTTPS requests are redirected to tlvat sdnich is configured as
a Shibboleth service provider. That means users will have to authentgiatethe Shibboleth
authentication and authorization infrastructure in order to get authorizéwek gortal. If this
procedure is successful, the portal will trigger the firewall to granésetor the respective user.
All these services can also be integrated into one device, which would aatwireless firewall
gateway (WFG).

Since Shibboleth’s authentication procedure is done via HTTP redired¢td 8P (S) mes-
sage exchanges between the client and the Shibboleth services, limitegtatress is already
needed before any network authorization has taken place. Moreglyepart 443 (HTTPS) for
all Shibboleth identity providers as well as for the WAYF server has to le@ &y default. This
means that a list of all identity providers has to be maintained on each portde thk seems
to have negative impact on the scalability of this solution (because of the NuMdlation), it
is actually more of a problem of all Shibboleth service providers than of tesasio. Every
service provider has to maintain such a list anyway so this access contrabéis not really
decrease the scalability of this scheme. Upon a successful authenticatimoliile user is au-
thorized to get Internet access and the firewall applies the approprlate Those rules must
have a limited lifetime, which means that they will be flushed after a certain pefitoh® in
order to prevent session hijacking and other misuse. The portal itselfevithymn some checks
on the authorized mobile Internet device in order to see if it is still connectéuetdocking
network. These checks can consist of ping requests, ARP quedgmaket counts. If a device
fails to respond to these requests for a certain number of times, the usesidered logged out
and the firewall rules will be flushed.

Network Access Procedure
If a new user tries to get Internet access the following procedures [d&ee.
e The mobile device is attached to the docking network (may be it wired or wijeless

e |IP address and other network configuration options are deliveredbjGP service.

e User opens a SSL capable web browser and is automatically redirecteccapthe web
portal.

e There are two main links at the portal. One for users that belong to anipagjan that is
part of the Shibboleth federation and another one for guest users.
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Figure 3.2: Network Topology using a Captive Shibboleth Portal

e The user follows the link, which leads to a Shibboleth protected target padeh(is still
on the portal server).

e AAIl authentication takes place.

e Upon successful authorization the portal triggers the firewall to graatriet access for
the mobile device.

e Guest users have to fill out an application which will be granted or dernyieohappropri-
ate person. If their application is successful, they are lead to a netwogksapage with
local authentication.

e ARP look-ups and ping requests are done periodically by the accet®wlcdevice in
order to check if the user is still attached to the docking network.

o If a certain number of subsequent tests fail, the user is consideredlloggeGuest users
also have a limited lifetime of their accounts and their access is denied as shisitese
period is over whether the ping requests fail or not.

Figure 3.3 shows how the authentication message exchange in this schesrdakaevhen-
ever a user needs to be authorized. The following enumeration explaiosrtiesponding data
flow on figure 3.3.

1. Unauthorized HTTP and HTTPS traffic is redirected to the captive lpdrtee user tries
to access a Shibboleth protected service provider.

2. Browser is redirected to Shibboleth WAYF server in order to find the'susespective
identity provider.
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Figure 3.3: User Authentication Message Flow

3. The WAYF server redirects the browser to the users home organisatentity provider
where the authentication procedure takes place (usually consists ofRFHdGin/password
form).

4. Upon successful authentication the origin server creates an opandke for the user and
contacts the service provider. The portal then requests some predtfirieutes from the
identity provider which are needed for the authorization process.

5. The user’s browser is redirected back to the service provider dhokvauthorized based
on the supplied attributes.

Evaluation

How does this scenario comply with the goals of this thesis? The authenticatboasgris
exactly the same at the home as well as at foreign organizations. Only a grogkdure is
needed to get Internet access. This already satisfies the first two prgoals that are de-
manded. Roaming is also possible without re-authentication as long as tretayseinside the
same (V)LAN segment of the docking network. There are almost no mgeints on the client
side but a SSL capable web browser and a DHCP client. It is assumed tatmodile Internet
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devices have those applications installed by default. After a successifigidication procedure,
the user gets access using an IP address of the hosting organizateyeforé it is possible to
access local services in the same manner as any other local userdgss &xthose resources
might still be restricted by access control devices). All primary goals atesemg well but se-
curity is one of the biggest concerns of this scheme. Since the packetdlkerwill be based
on either IP or MAC addresses, it is possible that someone could take owening session by
spoofing an already authenticated Internet address. On the othethgaadministration costs
are limited to the maintenance of the three services that are needed in thegduetwwork. The
scalability is mainly determined by the AAI that is being used. Another problenaigtiere is

a special solution needed for guest users, which are not part ohthbdeth federation.

3.3 IPSec Solution Based on Client Certificates

This scenario follows a different approach than the previous onesel local VPN tunnel in
order to authenticate outgoing traffic in conjunction with client certificates.

The docking network has more or less the same features than those el@gciie previous
scenario. All APs have the same SSID, which should be broadcastede iBra DHCP service
and a captive web server running in the docking network segment. Tieeeti€e concerning
the infrastructure affects the firewall. In order to establish an IPSec WiRNel between the
mobile client and the local gateway, (which can be on the same physical raashihe firewall)
an IPSec stack and a ISAKMP (Internet security association and keggearent protocol)
service is needed. Whether these services run on different senat®n the same host can be
decided by each organization individually.

Like in the previously described schemes, the IP address configurationésautomatically
by the DHCP server and client. The user has to open its web browser esiriscted to the
captive portal where the “usual” AAl authentication takes place. If this@dure is successful, a
local SSL client certificate and key is generated on the portal and installdegeanobile client,
which will be used for the IPSec authentication phase. The portal povdeuser with all
the information that is needed in order to configure its IPSec endpoint. iTiepossible to
establish an IPSec tunnel between the mobile Internet device and the gatéwdirewall rules
will pass any IPSec packets.

Network Access Procedure

The procedure to get network access for the user looks as follows.

e The client device gets associated with the docking network and is provitdledRvcon-
figuration information from the DHCP service.

e The user opens web browser and gets redirected to the captive portal.
e Shibboleth service provider authentication and authorization takes place.

e A signed client certificate will be created and passed back to the user.
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Figure 3.4: Network Topology of the IPSec Gateway Scheme

e The user has to configure its IPSec client in order to make it work with theigeod
gateway. This only needs to be once and then this configuration can eonsany
docking network.

e If the IPSec policy is configured correctly, it should apply as soon assee tries to
connect to the outside of the docking network. Client and gateway will lestiadn IPSec
tunnel and the traffic is allowed to pass the firewall.

Evaluation

The goal of a single and authentication procedure with the same credeagalslless where
the mobile client is attached is satisfied. As long as the client certificate is validsérecan
roam around without re-authenticate all the time. A problem can be the sefthat is needed
to establish a IPSec VPN tunnel on the client side. Modern operating syBkem&indows
2000/XP, Linux and *BSD offer such programs by default (althougly theght not be perfectly
compatible in a cross platform setup). Smaller devices like PDA's might be misairigsoft-
ware at all. But the software itself is not the only problem. The configuraticguch a tunnel
can be rather extensive and can conflict with already existing VPN aoafigns. In addition
to that, a second tunnel to the user’s home organization is not easy to éstdlesefore this
scenario can cause conflicts with the already deployed SWITCHmobilesinfcaure. Local
services can be accessed since the IPSec tunnel ends at the hagimigairon and the client
has a local IP address. The advantage of this scenario is that thefiR®ework has proved its
reliability and security for years.

3.4 802.1A using EAP-TLS and Client Certificates

The last scenario introduces a new authentication and authorization métbdtktensible Au-
thentication Protocol Transport Layer Security (EAP-TLS). Like thed®based scheme, SSL
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Figure 3.5: User Authentication Message Flow using the IPSec Scheme

client certificates are used to authenticate users as well but it introduwssdral certification
server. The docking network needs 802.1X capable access points stémario. They must
be able to act as an EAP authenticator (Cisco Aironet, Orinocco APs pablezof that). Since
we do not want to store the authentication information on each access peinged a special
server for that. This can be done by a Radius authentication servicesd@ifier does not need
to be inside the docking network but must be accessible by the APs.

When a new client attaches to the docking network it gets associated to thesAH lfien a
EAP initiation phase with the AP (authenticator) takes place. The accessfpoiairds EAP-
TLS requests to the local authentication server (TLS capable Radiws)sdfthis is successful
the client gets an EAP success message from the AP and is authorizedthe aeeking net-
work. Such a EAP-TLS solution normally implies a fully functional public keyrastructure
(PKI). But this can be simplified by using certificates signed by the certifica@ver. This
way no certificates have to be bought for the clients.

Unfortunately this authentication method is not fully supported by many opgrsyistems
yet. Windows XP / 2000 comes with a native client but for Unix based systieens is no such
feature at this time. There exist some clients for Linux and BSD systems lyuat@eot yet in
a productive and stable state.

Network Access Procedure

When a new user tries to get network access using this scheme, the follmmetegdure applies.
e The user needs to access the AAI protected certification server in@van
e A signed client certificate will be created and passed back to the user.
e The client device gets associated with the docking network and EAP autii@riitakes

place.
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e The AP forwards the EAP-TLS authentication request to the radius didagon server.

e If successful, client gets an associated and authenticated state at thd A€taork access
is allowed.

Evaluation

This scenario satisfies most of the primary goals. The authentication precesdexactly the
same wherever the user accesses a docking network. No user adgtiredeonce the client
is configured correctly. Roaming without re-authentication is also provigethis method.
For Unix based OS the user has to install third party software in order tasaah EAP-TLS
client. Local services can be used like any other local user. 802.1X mayilbvulnerable to
some session hijacking and man-in-the-middle attacks [22] but this scenewiusiglered a little
more secure than the firewall based authentication solutions.

3.5 Rewriting SSL Proxy

This scenario uses a rewriting SSL proxy in order to enable access tderamab servers.
The proxy actually functions like a limited SSL VPN gateway for HTTP(S) ttaffhereas
the browser acts as a VPN client. Hence this scenario is limited to HTTP and $13@m®ices
only. But unlike any other VPN solutions, absolutely no client installation ofigaration is
needed.

The docking network has the same properties as described in sectiorh®.8efver which
does the proxying needs to be configured as an Shibboleth serviadgroizach HTTP and
HTTPS request sent by the user will have to pass the proxy, that medreffic from any host
but the proxy server is allowed to pass. The proxy itself is protected yti&leth target site
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installation. Every user needs to authenticate using the Shibboleth AAI. slpmessful autho-
rization the user is redirected to a CGI proxy script which is only accessditg then HTTPS
protocol. Then the user may browse external web servers though8hipr&xy. Unfortunately
the proxy functionality is not that easy to implement. All links of the visiting webgsageed
to be rewritten to use the proxy instead of a direct connection. This daeslyoaffect HTML
code but also scripting languages like Javascript which are often usdthtme or generate
HTML links on the client side. Therefore some web sites might not be displeyeectly.

Evaluation

This scenario satisfies many of the primary goals. The authentication pirecisdexactly the
same whether at the home or at a foreign organization. No software hasitstalled or
configured if itis assumed that all mobile nodes have a SSL-capabledrrmstalled by default.
Roaming without re-authentication is also possible. Access to local resoigriimited to HTTP
or HTTPS services. This is the big limitation of this solution. On the other hand @rischeap
to maintain and offers good security using SSL as a security framework.

3.6 Evaluation Summary

3.6.1 Third Party Software

Given on the fact that most operating systems do not have built in supjgigpport for 802.1X
using a common EAP authentication protocol, all schemes using that techriailatye goal of
not requiring any third party software. There are systems that come wid2.4)8 supplicant
and an EAP client like for example Mac OSX and Microsoft Windows XP. tBetWindows’
EAP client only supports PEAP, MD5 and TLS so far and tests have stimvthey only work
together with Microsoft authentication servers. On the other hand mosdtomesystems have
free EAP clients that seem to work with other components without much hdsslexample
SecureW2 and Xsupplicant).
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VPN software, especially IPSec-based, is quite common in today’s mogeratong sys-
tems. The problem is again that the implementation of those VPN clients do notwemyrivell
if they are being used with different platforms. For example it is quite difficuket up Mi-
crosoft’s IPSec client to make it work with a Unix-based implementation. Alsdlsndevices
like PDA's often do not come with a built in VPN software. This means that rélatdhemes
also do not fully satisfy the goal of involving no third party software.

Scenarios that are based on Web-based authentication only needca@sile web browser
installed on the mobile nodes. More or less all commonly used operating sysbemesvadth
such a client. Unfortunately user friendliness comes at the cost ofisec8Buch a solution
would just provide access based on MAC and IP addresses (laydnd) van be easily forged.
Therefore, much care must be taken in order to avoid abuse and to tlieg@dguch suspicious
actions.

3.6.2 Authentication Procedure

The open network scheme has no initial authentication at all, thus the godydfaving a single
authentication procedure is more than accomplished. Scheme two also sHiisf@sjective.
The user has to authenticate once in order to get Internet accessdonthenly used procedure
from the AAl is used to accomplish that. Exactly the same applies to the rewritibhgp @8y
scheme. All other schemes need an additional step by visiting a certificatiear #@m time to
time in order to get a valid SSL certificate.

3.6.3 Credentials

All schemes use exactly the same credentials whether the user is at his lgameation or at
a foreign location.

3.6.4 Roaming

No schemes offer “true” roaming like for example MobilelP does but thegllalv non-interactive
re-authentication. If SSL certificates are used for authentication amgtleiey is configured ap-
propriately, there is no user interaction anymore to authenticate, thus roempivgsible without
additional user input. The same applies to AAl based authentication schietaesg infrastruc-
tures like Shibboleth feature non-interactive re-authentication by usgsjosekeys.

3.6.5 Local Services

All schemes use an IP address space which belongs to the local otgan&ad therefore tech-
nically it would not be a problem to access local resources. It is more armégecurity of the
docking network how access to other parts of the organization’s neta/grnted. The stronger
the security the more likely access to private resources can be giver. IBiec offers the most
secure authentication scheme, schemes four and five satisfy this goakth&bt nonetheless,
access to local resources is possible with all proposed solutions.
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3.6.6 Conclusion

If all these arguments are taken into account, a solution like the second &téhboleth pro-
tected captive portal, meets the given goals the best. All other scenaviestmae restrictions
that makes them fail on some of the primary objectives. Hence the Shibbobyeise portal
scheme is chosen. Even though it has some drawbacks as well, espedetiysnof security,
the overall functionality outmatches all the other schemes. The next cheifiterovide more
detailed information about the chosen solution, named Shibboleth Netwodsa&wortal.
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Chapter 4

Mobile User Authentication using a
Shibboleth Network Access Portal

As already mentioned in the previous chapter, this solution is using a wel-bathentication
in order to grant access to the docking network for mobile Internet ussrthe authentication
and authorization back-end Shibboleth seems the most suitable one althbegteohnologies
like RADIUS or Diameter could be used as well. The advantage of using Slkiblis that it is
already deployed in many Swiss universities and features a web-batbethication, which is
suitable for this scenario.

This chapter frequently uses the following terms:

ACD:
Short term for Access Control Device. This device is responsibleutitasizing mobile
nodes that are connected to the Docking Network to access the Internet.

Docking Network:

A network where mobile Internet users can attach their devices in ordesttimtgrnet
access may it be wireless or wired. Normally datagrams leaving the dockingnke
have to authorized by an ACD.

Identity Provider:

This is the authentication and authorization service provided by a usens bigganization
in a Shibboleth infrastructure. In short terms it is a location where a Shitbbpletected
resource can get authentication information as well as the user’s attribiitts® provides
an interface for the user to authenticate himself.

Service Provider:

That is a web resource that is protected by Shibboleth (also referresl $hibbolized
resource.) Only users authenticated at their home organization andiaethbased on
their attributes may access this resource.

WAYF Server:
The third component in a Shibboleth infrastructure. This is a service wherser is
redirected to if its home organization is unknown. The acronym stand$\fbete are you
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Figure 4.1: Shibboleth Network Access Portal Topology

from” Server and it provides a web interface for selecting a home orgtmiz After the
user has entered this information, he gets redirected to his respectiveonganézation.

4.1 Network Topology

The mobile users should connect their devices in a separate networketk$ig this purpose,
the so called docking network. This network is separated from the ppeate of the organiza-
tion’s network. It is recommended that a IEEE 802.1Q VLAN [23] is deptbfge the docking
network. This has some administrative and security advantages whenuititrgchew tech-
nologies for authenticating and authorizing users. A new separate VLANthea be set up
in parallel without physically altering of the Ethernet cabling. The Shibbadiesttwork Access
Portal is located on the edge of the docking network acting as a router taghrization’s
demilitarized zone as show on figure 4.1. All data traffic is controlled by wditesoftware
that filters packets on the transport and network layers. The sereehadds the captive web
portal, which is configured as a Shibboleth service provider to ensuyeaathenticated and
authorized user may get access. For ease of use the portal runaraidyrost configuration
protocol (DHCP) service to automatically configure the IP address aoafign settings of the
clients.
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4.2 Authorization Process

The complete authentication and authorization process consists of multiple.stagdirst stage
is the mobile client association and configuration followed by the Shibboletteatithtion
process. Finally the Shibboleth network access portal’s authorizatiaegwee takes place
which will trigger the packet filter to open network access if successfgurg 4.2 shows how
the complete authorization procedure goes on.

1. A new client is connected to the network and sends a DHCPDISCOVERage$0 ini-
tiate the automatic IP configuration procedure. The DHCP service thes Hesettings
information so that the clients network settings can be configured automatically.

2. Any HTTP or HTTPS traffic that passes the packet filter will be casgite the client is
not yet authorized and does not have a valid network access session.

3. The HTTP or HTTPS packet will be rewritten with the destination addrésiseolocal
web server. That way the client's web browser will display the captive sezver part of
the portal.

4. The client follows the HTML link to get network access which leads the ttsa Shib-
boleth protected part of the web server. If the user does not havi@aseasion yet, the
Shibboleth authorization procedure takes place.

5. Assuming the user did not have a valid session yet, he is redirected toAtYie ¥érver
where he must choose his Identity Provider. Packets destined to the V&Yeér svill be
passed by the firewall by default.
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6. The user is redirected to the identity provider of his home organizatioareTthe user
authentication procedure takes place and if successful the user isctediback to the
Shibboleth protected resource.

7. Upon a successful user authentication, the identity provider will sequiessted user at-
tributes to the resource. Each user also may have an attribute releasespoligy that
defines what attributes are sent to which service providers. This egbedisy is part of
the Shibboleth implementation.

8. If the user is authenticated and authorized by Shibboleth, the portal wikk m@other
authorization decision based on the supplied user attributes. This secmetipre is
much more fine-grained since it also allows to filter by attribute values. Thatwale
based access control is possible. Upon success a message is serddoetge control
software of the portal that the client belonging to this session is grante@rneagcess.

9. Finally, the access control component will add firewall rules to givedissions IP address
full network access.

4.3 Access Control

Accessing the docking network does not need any authorization. Arngeleither associated
with an access point or attached to an Ethernet port has full access tlmdkimg network.
Only packets leaving the network need to pass the Shibboleth networksgoodtal and are
blocked by default except packets used for the Shibboleth authentigatiorss. The reason
behind this is that the Shibboleth implementation is based on HTTP redirects, kelgigines
the user to directly connect to the WAYF server and his respective idematyder during the
authentication procedure. There is no way such a connection couldkiegror that the au-
thentication messages could be relayed by an agent since the involvedIStiiitbmponents
require user interaction through a web browser. The portal is a Shikldalesource combined
with a packet filter and a captive web portal software. Figure 4.3 showsthe packet filter
must be configured. HTTP and HTTPS traffic of unauthorized userdescepted and redi-
rected to the captive portal. There, users are directed to authenticateebhesrat their identity
provider. Actually, a link to a Shibboleth-protected area on the portal’'sseeler is presented.
By following this link the Shibboleth infrastructure makes sure they are atitta¢éed and the
captive portal gets all the required user attributes it needs to make arriaatiom decision.
Based on that information the packet filter may be triggered to grant attcdss Internet and
various local resources. Since the Shibboleth network access pantalecnand any attributes
from the user's home organization (such as the organization name, werit,oles and so on) a
role-based authorization procedure is possible. This means that thes aseet only granted
because a user is authenticated but also depends on what attributegidegrOne problem is
that the user has to authenticate at his respective identity provider. Thisineaiust be able to
access to his home organization and the WAYF server already duringaanhemticated state.
Therefore all Shibboleth network access portals must maintain a list of atitiyleroviders and
WAYF servers within the Shibboleth federation. This might become a scalakitithgm when
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there are hundreds and thousands of sites to maintain but in a Swiss-d&fatien this will
work without a problem since this can be done automatically. In fact théceguwovider part of
Shibboleth already maintains such a list to establish trust relations to other sentppwhich
greatly simplifies this task since only this list needs to be parsed to get all thesaes.

Another function of the Shibboleth network access portal is to make suregbies who left
the docking network get disconnected appropriately. Such a discolmes provided at the
portal’s web portal and when followed by the user all the correspornutiaget filter rules will
be flushed. But the problem is that you cannot rely on this manual lofeatire alone. One
may forget to click such a link when leaving the network or even worse may\ietim of a
session hijacking attack. Therefore a disconnect or re-authenticailmy pas to be applied.
Each authorized access has a maximum lifetime after which a new re-auttienticaist be
taken place. Since Shibboleth integrates Pubcookie [24] this processhmighhe without user
interaction. This maximum lifetime can be reduced by the result of activity testsvitidoe
run in the background. These tests may consist of ICMP requests, ARRRIfis and traffic
measuring.

4.4 User Interface

When a new user wants to connect to the docking network he either pludsvice to a LAN
port using a RJ45 cable or associates with an access point using the cda8tdr(service
set identifier). Once connected the user has to open a web browseoiamect to any server.
Since the device is still in a unauthorized state any HTTP and HTTPS traffepisied by
the Shibboleth network access portal and redirected to the docking hkepedeal. There two
authentication options are presented as hyperlinks. The first andtdafkus to authenticate
via Shibboleth for all users that are part of a participating organizatidrtr@second option is
to authenticate as a guest user. If the first method is chosen the usertis ée&tibbolized part
of the portal which forces him to authenticate at his home organization ifth@aession exists.
The second option is providing a local log-in mask for guest accountse @uathenticated both
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methods lead to a page which tells the user whether he is authorized to aecestibrk or not.

This decision is based on the configuration settings of the portal. As mentimfert access
may be granted based on user attributes and not only on authenticatioiif stetess is granted
the user is presented a page with information about accessing the Irdathktcal resources.
It also provides a link to log out when the user wants to disconnect fromeheork access.
Otherwise Internet access may be practiced within the given rules.

4.5 Guest User Handling

People that are not member of the participating organizations should stilld®ajet network
access if needed. There are more or less three possible solutions foraiism. One would
be to add temporary accounts to a home organization’s user directorywdbll make them
act like members of a participating organization and thus the docking netwaoid pvould not
make any distinction between those two user groups. Another solution wettldl define an
identity provider within the Shibboleth federation that is responsible for alfjtrest accounts.
The SWITCH VHO [25] already provides such a service. The third salusido make the portal
able to add temporary local accounts for accessing the network. Tobesends have a defined
lifetime after which they are deleted permanently. It is also possible to redadgetspan for
the person who sets up such an account. This implies an administrativedaterfahe portal
where such settings can be adjusted.
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4.6 Interoperability with other Technologies

Since this scenario is not meant to be the only solution that will be used in thgees, it is
more of a intermediate solution until one of the more secure, seminal authaniragitods are
widely implemented and adopted. Until this happens, this scenario will havee$sassa very
user friendly and easy to use implementation for authenticating mobile Intesaegt.uSince
most enterprise level access points have multiple VLAN support, it is alssiljpego build up
new solutions aside this one without any interference.

4.7 Security Concerns

As already mentioned in chapter 3, this scenario is vulnerable to some gpaefgsion hijack-
ing and man-in-the-middle attacks. Some of these threats can not be compietantpd to

occur. Therefore, it would be important to passively detect attackssgipke or any other sus-
picious events. That way an operator could react upon such incideditgravent any further
abuse. Some more ideas about securing the user session will be discusisapter 6.

4.7.1 Considerations for WPA and 802.11i

Securing the communication channel between the mobile client and the wiretess goint
using WPA or 802.11i is not really possible at the moment. There are twoaVasiving keys
in order to secure the communication. The first one is by setting up a preedkey. This is only
viable in a local home or in an ad-hoc environment but it is useless in a ksegpe. The second
possibility is to establish a session key based on a 802.1X authenticationwdyatdynamic
per session key can be used between a single supplicant and the aatbentinfortunately
Shibboleth needs at least limited Internet access to the WAYF server aibthiiy providers
during the authentication phase but 802.1X prohibits any traffic except BBAssages on an
unauthorized network port. There is no way of relaying or encapsul&tiitgholeth authentica-
tion messages in EAP packets since the procedure is completely browseEP@ibased at the
moment and requires user interaction. The only way to enhance this iscesitareither WPA
or 802.11i would be to write a new authentication protocol for Shibboleth.

4.7.2 Considerations for using a VPN tunnel

Another possible solution for securing the communication channel, is to usala/BN tunnel
between the client and the gateway of the docking network. Of course thiklvee possible
but it would be more or less the same as the already described VPN scheeribeldin chapter
3. It would also require additional client software and configurationafmressing a docking
network and therefore is not viable considering from users point @f.vie
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Chapter 5

Implementation of a Shibboleth Network
Access Portal

This chapter describes the proposed solution in more detail, what sofsuased and how the
whole system is configured.

All components have been developed on a Debian [26] (3.1) Linux distiiboperation
system using a 2.4 kernel. The portal is using IPTables [21] to filter psekel thus limited to
a Linux-based operating systems. All other software is available on woix-based systems
and therefore it could be ported on another Unix-based platform with mirihzadges.

The complete software of the Shibboleth network access portal can delyalivided into
three parts:

e Captive portal web page scripts
e Access control scripts

e Third party software

5.1 Software Components

In order to make the whole system work properly, all these componentshausinfigured or
written in a way to make them work together. First of all, lets take a look at thesisand
network architecture from a software perspective view. The portaésés located on the edge
of the docking network acting as a firewall and gateway server. This sneaeeds to have
at least two network interfaces, one connected to the demilitarized zone ofdhnizational
network and the other one attached to the docking network.

As show in figure 5.1 a DHCP server is running, which listens on the doahkétgork
interface. When a new client joins the network, IP address configuratidone automatically
by the server and the corresponding client on the user side. SincadlzeBNS proxy service
running as well on the portal, the DHCP server will provide its own IP asiles DNS server
option. That way the DNS port does not need to be open by default dinghell. Aside of that
the DHCP service does not use any special parameters but providkietits with a valid IP
address configuration. Along with that an Apache HTTP daemon is alsaditouhe docking
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network interface in order to provide the captive portal for the usere administrative web
page is only accessible via HTTPS on the interface which is connected taetbegémizational

demilitarized zone. The reason behind this separation is that only essentiaks run on the
docking network interface in order to reduce all possible exploiting attenigtsre is also a
SQL database running on the portal but it is only used for internal datageand will not

accept any connections from the outside hence it can not be cortsiaee potential security
risk. Furthermore an access control daemon and several librariemrtire portal server but
they are not listening on any of the network interfaces.

Figure 5.2 gives an overview about the interaction of the software coemp®nit shows how
the PHP front-ends are embedded in the Apache web service and howrtakgass library
messages the access control daemon if a user has granted or deag=d &Bocthermore the por-
tal module library used by the access control daemon stores and retteaesbout the current
network access sessions. Finally, the portal class library also quegiesitabase in behalf of
the administrator front-end. Detailed message exchange and functioris obthponents are
explained in the next few sections.

Figure 5.3 shows how the software components interact and exchangagesgiuring a
authorization phase. The interaction proceeds as follows.

1. The user connects to the captive web portal.
2. The PHP user front-end scripts generate a portal login welcome page.

3. The user follows a link in order to get network access. This link also siaiketo proceed
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to a Shibboleth authentication phase.

. Once the user is authenticated, the Shibboleth Service Provider pag tte Shibboleth

user attributes in Apache environment variables where they are read bgehuser front-
end scripts.

. The user front-end script passes all these attributes to a class fqrortial class library,

which will make an authorization decision based on these attributes.

. If this was successful, the portal class library will trigger the accestral daemon to

enable network access for this user.

. The access control daemon forwards this request to the cordisganodule in the portal

module library.

. The module responsible for access control handling will execute&bl&s binary with

arguments to add an entry for this client in the firewall table.

. IPTables then will add entries in the corresponding IPTables chaihartaesponsible

for passing packets between the two network interfaces of the ShibbaétroN Access
Portal. This will grant full network access for the client.

As soon as the front-end script gets an successful return vatadlie method it has been
called during 5., it will generate a login successful page for the user.
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5.2 Portal Web Page Scripts

The portal web page scripts are used to generate the user interfageHI9WL pages served
by the Apache web server. These scripts have been written in PHP amdmwilith version 4.2
and later. The PHP based software makes use of the PHP Extension glichdgn Repository
[27] (PEAR) which is a framework for reusable PHP components. Thgulage was chosen
because | have already had lot of experience with coding web bap#dation using PHP and
it is very suited for web development in general.

The portal’s web page scripts can be divided into three different peaisely:

e Captive portal interface
e Administrator interface

e Portal class library

5.2.1 Captive Portal Interface

Once a new user connects to the docking network all unauthorized Haffie grets redirected
to the captive portal log-in page. The interface is kept as small as possib&ethe only function
to the user is to either log in or log out. All user pages consist of the followieg fi

¢ DOCUMENT_ROOT/user/index.php

¢ DOCUMENT_ROOT/user/logout.php

¢ DOCUMENT_ROOT/user/logoutvindow.php

e DOCUMENT_ROOT/user/protected/index.php

The file 'user/index.php’ just displays a log-in page if the user is not atitaed yet else
it will display the current authorization status. Its only purpose is to inforenutser about his
status and present links to either log in or log out. The file 'user/logout.drmdles the log out
functionality. It will terminate the user's PHP and browser session as wellwill close any
existing network access for the current user. On the log-in page thearsepen a small log-out
and status window which will ensure that the session will remain as long asnhislsrowser
window stays open. This window is displayed by the file 'user/logeindow.php’. The last file
users get in touch with is 'user/protected/index.php’. It handles the Ipgeicedure for getting
network access on the portal. The directory '/protected/’ is, as the naguyests, protected
by Shibboleth and may only be accessed if the user successfully authemtoshis respective
identity provider. The script itself reads all the attributes are providedhiyb®leth and store
the users unique ID in the local database if it is a first time visit. The unique #D Bttribute
provided by Shibboleth that, as the name already suggests, uniquely ideatifieer. No other
attributes are written to the database except the unique ID. All other attriargemly stored
in the user’s current session and will be discarded afterward. Afeeinflormation has been
stored or updated in the database, the script will try to authorize the used ba the provided
attributes and the current access policy. If the policy and the attributes matelork access is
granted and the user gets redirected back to the main page.
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5.2.2 Administrator Interface

In order to adjust the portal settings or to monitor the users there is alsax@nisitator inter-
face, which consists of the following scripts:

e DOCUMENT_ROOT/admin/index.php

DOCUMENT_ROOT/admin/logout.php

DOCUMENT_ROOT/admin/database.php

DOCUMENT_ROOT/admin/modify.php

DOCUMENT_ROOT/admin/policy.php

DOCUMENT_ROOT/admin/protected/index.php

The structure is also very similar to the users portal page. The file 'admir/ite is
the main log-in and information display script. If the user is unauthorized it edirect the
browser to the log-in procedure, which is handled by the file "admin/pratéotiex.php’. Only
unique ID’s that are marked as admins in the local database are authatiz#ter users will be
denied. The file 'admin/database.php’ provides the logic for the databastenmence functions
that are displayed on the main page. User modify functionality like granting agirivifege or
forcing user to log out are handled by the script 'admin/modify.php’. Modiions to the local
network access policy are done by the file 'admin/policy.php’. And finallyehealso a script
that handles the log-out procedure for administrators, namely 'admintiqodp

5.2.3 Portal Class Library

Most functionality is not done by the portal scripts themselves but by thed@irtRI library. This
is an object oriented class library which provides encapsulation for thaljsa@ore functionality.
Since PHP doesn't feature very mature object oriented programming@iutiye library is kept
pretty simple also in order to make it work with different PHP versions. THeviing figure
shows all the classes and how they are connected to each other.

More detailed information about the Portal PHP Class Library can be fiouthe appendix.

5.3 Access Control Scripts

As already mentioned in the previous sections, there are some portat acod®| scripts writ-
ten in Perl which handle the interaction with the operating system and the thigdgodtware
mainly. While the PHP part of the portal software is responsible for the ictierawith the
users, the Perl written access control scripts are primarily used tosaacdsnodify the packet
filter and the network address translation. There are five such acmeiselscripts where the
first four are mainly executed as command line programs and the last oresactsackground
access control daemon:
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Figure 5.4: Portal PHP Class Library

getHomeOrglps.pl

shibrules.pl

addAdmin.pl

iptrule.pl

shapd.pl

5.3.1 Command Line Programs

The first one (‘'getHomeOrglps.pl’) is used to get a list of home organizaticat are part of the
current Shibboleth federation. The IP addresses of these homezatyams will then be added
to the IPTables rule by the second script ('shibrules.pl’) that permitssadecethose sites per
default. These are the only IP addresses that needs to be accessiblddrdocking network
even for users that are not yet authorized. The 'addAdmin.pl’ scrijges! to bootstrap the first
administrator access. Since the administrator interface is also Shibbolizedmeelcan only be
accessed by an user that is part of the Shibboleth federation, thelfirstiatrator privilege must
be granted by this script. As soon as there is at least one administratar#rgr forivileges can
be handled via the administrative web interface. The fourth script (ippliieasically just
grants network access to a user. This script is also called by the PHRsAdess whenever a
user is authorized by the captive portal. Since this program must be rontgbecause it alters
the firewall table) it is recommended to use the 'sudo’ package to give tireAddess object
the rights to run it as root. This is also suggested in the installation notes aeddfaready a
sample sudo configuration, which can be used without any modificationdiedee
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[ synchronize database sessions and IPTables sessions. }

#

. ) -
clients sessions closed in the database are }

removed from the IPTables chains.

#

p
read traffic count of all sessions from a separate
IPTables chain.

o
[update traffic count in database }

#

{update idle counter for clients with no }

.

traffic counter increase.

#

[ log out clients that were idle for too long }

Figure 5.5: Access Control Daemon Main Loop Functionality

5.3.2 Access Control Daemon

The last access control script, called 'snapd.pl’, acts as a daemon mbihs it detaches itself
from the console and runs in the background. This daemon is the mairs axsesol program,
it keeps track of all users and sessions that are currently on-line ayddhronizes the user
database with the IPTables sessions in order to maintain a secure statecegtsgea@ntrol chain.
Another functionality of the script is to measure the real-time traffic that’s isgjogemerated by
the user sessions. This data is used twofold, first of all it can be usetkggrate accounting
functionality into the portal since all network traffic is exactly measured &mheauser and it is
also displayed in the administrator interface in a real time network graph. éidomd purpose
of this data is that it is being used to analyze each users activity and if thésueactive for
a certain period of time, the network access session will be closed by thed'st daemon
in order to prevent session hijacking attempts. All this access control adafmotionality is
processed in one main loop as shown in figure 5.5. This loop handles all tbet@mpfunctions
that are being used to make sure only authenticated and authorized clientsvaitt session
may get network access.

5.3.3 Portal Module Library

All these access control scripts use a custom Perl module library whemth functions are
encapsulated. Figure 5.6 shows how the module library is built and how gseslare connected
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to each other.
The appendix lists a documentation of the Perl Module Library and its publidacts.

5.4 Third Party Software

In order to make the portal work as intended some third party software ise¢sted which have
already been mentioned in the previous sections. The following presentoathe required
additional software used by the portal.

e Apache Web server

IPTables packet filter

DHCP Daemon

MySQL Database

DNS Proxy

The Web server used by this implementation is an Apache 2.0 withphpd. Any ver-
sion from 1.3 would work also as long as it is able to parse PHP sourcearmbiean work
with the Shibboleth modules. The web server acts as an interface betweesetsdancluding
administrators, the Shibboleth authentication infrastructure and the netemeksaportal.

The actual access control on the portal is done by IPTables. This isua kpecific packet
filter which serves all the needs that are demanded by the portal softwelneas stateful fil-
tering, network address translation and much more. One downside is tlamit$ the portal
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software to the Linux platform even though it would be possible to port it terdtiNIX based
platforms with some time and effort.

The DHCP daemon is actually not an essential part of the portal in termstdt thauld
not work without it. But from a user point of view it provides ease of bseause the client’s IP
address configuration is done automatically without any interaction.

The MySQL database is used to store information about currently opsiosgsand is
mostly queried by the administrator interface. In order to reduce redtmni@sa and to pro-
vide data privacy only the users unique ID is store in the database. Aiugts provided by
Shibboleth are only stored in the browser session and are never staheddatabase. Besides
the unique ID only data concerning session accounting is stored in theadatatamely how
many bytes has been transferred in and out and timestamps when the sibeehdogged in
and out. This information can be looked at on the administrator interface.

The last third party software used in this implementation is a DNS proxy sefWiis.way
the DNS port (53) does not need to be open by default because thmonsected to the docking
network can query this service for DNS look-ups.

5.5 User Interfaces

As already mentioned in the previous sections there are two interfaces ef@iciccessible
via the web server by a browser. There is the user interface, alsoete as captive portal
interface, and there is also an administrative interface. Now lets take a& kdokeat these web
pages.

5.5.1 Captive Portal Interface

As soon as an unauthorized user tries to establish a HTTP session tcea @aside of the
docking network, the traffic gets redirected to the portal web serverttamdiser's browser
will display the captive portal pages. This user interface is kept verylsisipce the only
functionality is to log out and log in. In addition to that the authentication and aa#imn
procedure should take as little time as possible.

Figure 5.7 shows the very first screen that is presented to each urizaethaser. Only
one link on this page is necessary for the users that is the one to get t8hitabnetwork
access”. The other two links for debugging access and the administregdiage are just for
convenient purpose only. As soon as the user clicks the “Shibbolizeegbrieaccess” link,
the browser is redirected to the WAYF server and the respective identtyder where the
Shibboleth authentication procedure takes place.

After this has been successfully completed, the user will be authorizecelpottal based
on the supplied attributes and the local policy. Once this is done the usersenped a page
that tells the state of this authorization procedure as shown in figure 5.8stateswill either be
access granted or access denied. On this page is a link to log out antheleession if desired
but if the user would like to use this browser window for accessing extamlaserver, it is also
possible to open a small pop-up window, which will ensure that the sess&pslopen as long
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File Edit ¥iew Go Bookmarks Tools Help

W E ] Tl o ] http:/r10.1.0.1/users Go [GL
11| shibboleth Network Access Portal Il| shibbeleth Netwark Access Partal *

Welcome to Shibboleth Network Access Portal!

Please follow this link for local (debugging) network access.

Please follow this link for Shibbolized network access,

Please follow this link for admin interface,

Done Proxy: Nane

Figure 5.7: User Captive Portal Log-in Screen

as this pop-up window is not closed. These small status windows are shdigares 5.9 and
5.10.

5.5.2 Administrator Interface

The administrative interface is only accessible for users that have the iattatior privilege
bit set in the portal database. This can either be granted by a commandripte(ssed for
bootstrapping the first administrator account) or via this admin web pagefollbwing four
functions are accessible by links on the left side of every page.

e list all users
e show on-line users
e configuration

e database tasks

The first link “list all users” presents a list of all registered users.tTi@ans it will show
every user that has ever tried to use the docking network for Intecnesa. This screen is shown
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File Edit View Go Bookmarks Tools Help
“| E] ot o N http0.10 1 usert Go
I1| Shibbaoleth Network Access Portal 11| shibboleth Network Access Portal %
Welcome to Shibboleth Network Access Portal!
Welcome ts979249@unibe.ch. Metwork access granted.

Open a logout-popup window.

Please fallow this link to log out.

Please follow this link for admin interface.

This pags was built in 0,000113 sec

Done Proxy: None

Figure 5.8: User Captive Portal Access Granted Screen

Welcome to Shibboleth
Network Access Portal!

You are logged in as ts@7g249@unibe.ch.

Please logout from Shibboleth Networl: Access
Portal if you don't need Internet access
anymare.

This page was builtin D,000137 sec

| Daone Proxy: None |

Figure 5.9: User Captive Portal Pop-up Screen
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¢ 9. 90D +=0

Welcome to Shibboleth
Network Access Portal!

You have been successfully logged out.

You may now close this window,

This page was builtin 0,184609 sec

Daone Proxy: Nane

Figure 5.10: User Captive Portal Pop-up Log-out Screen

in figure 5.11. The following actions are available for each user listed op#ys. First of all
administrator privileges can be given or removed, secondly each asdrecdeleted including
all the corresponding session data and lastly a link for accessing a detaihformation screen
is presented as well, which will look as in figure 5.13.

The second administrative section can be accessed by following the ‘hiave users”
link on the functions tab. This will present a user listing as shown in figur2 &htaining all
clients that are currently authorized and on-line including a small summenyt #o® current
sessions. The administrator can either follow a link to a more detailed informadge prhich
also displays a real time traffic graph if that client is on-line at the momentasrsin figure
5.13. Additionally, the page shows information about the user and the semsibit is also
possible to force a client to log out from within this page.

The third administrative link on the functions tab is called “configuration”. T$ighere the
fine grained policy for the user authorization can be set up. For egalred Shibboleth attribute
one or more rules can be defined for either granting or denying acaéssriile applies.
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File Edit ¥iew Go Bookmarks Tools Help

9. 3 727 o M htp/10.1.0. 1admin/7F=listusers Go

{] shibbaleth Network Access Portal | shibbaleth Network Access Portal *
Welcome to Shibboleth Network Access Portal Administration Interface!

Welcome Admin ts87gZ249@unibe.ch.

e acmin|iastseen ——— loperoycrested |||

list all users ts979249@unibe.ch Yes [-] 19.10.2005 10:48:43 19.10.2005 09:38:01 [details] [delste]

show opline users test@unibe.ch Mo [+] 19.10.2005 10:47:18 19.10.2005 10:47:18 [details] [delete]

configuration

database tasks
Please follow this link to log out.

This page was built in 0
Dane Proxy. None

Figure 5.11: Administrator Interface List All Users Screen
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Bookmarks Tools Help

4& o & "% ‘,_‘: N http:4/10.1,0.1/admin/?f=showonline Go
[l] shibbaleth Network Access Portal [ll| shibboleth Network Access Portal

Welcome to Shibboleth Network Access Portal Administration Interface!
Welcome Admin ts27g249@unibe.ch.

list all users ts979249@unibe.ch 19.10.2005 10:48:43 19.10.2005 10:48:43 [details] [force logout]

show online users
configuration

database tasks

Please follow this link to log out.

This pag

= was built in 0,0017

Dane

Proxy: None

Figure 5.12: Administrator Interface Show On-line Users Screen
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Yo v 3 727 o N hitp://10.1.0. 1admins?F=details &uid=ts97q249@unibe. ch Go
{] shibbaleth Network Access Portal | \ll| shibbaleth Network Access Partal | *
Welcome to Shibboleth Network Access Portal Administration Interface!
Welcome Admin ts87gZ249@unibe.ch.
database tasks Total Data Transfered so far PREERY-SNES 50 k 1 E
[

10340 10:45 10350
B Incoming Traffic fvg. B Outgoing Traffic fug.

Last 15 Sessions

Session Duration I:lata Received Tn:wta\ Data Transfe

19,10.2005 10:48:43 not logged out vet  still online 10.1.0.253 754.26 kBytes 219.50 kBytes 973.75 kBytes
19,10.2005 10:39:39 19,10.2005 10:47:10 0h 07m 315 10.1.0.253 846.73 kBytes 217.55 kBytes 1.04 MBytes
19.10.2005 09:37:28 19.10.2005 10:06:35 Oh 29m 07s 10.1.0.253  1.30 kBytes  1.50 kBytes 2.80 kBytes

Please follow this link to log out.

This page was built in 0,01

Done Proxy: None

Figure 5.13: Administrator Interface Show User Detail Screen

56



File Edit ¥iew Go Bookmarks Tools Help

ﬁ . 9‘ g ": e ] hittp:/r10.1.0.1/admins7F=config Go
] shibbaleth Network Access Portal ' shibbaleth Network Access Portal *
Welcome to Shibboleth Networlk Access Portal Administration Interface!
Welcome Admin ts27g249@unibe.ch.
list all users 3ai_swissEduPersonUniquelD ALL na permit delete
show online users aai_swissEduPersonUniguelD forbidden®@unibe.ch yes deny delete
configuration
database tasks

ladd Poley Rule;

Attribute I aai_swissEduPersonUniquelD :I

Walue (use "' far aLL)

Esxact Match [ (check if value is supposed to match exactly)

Rule permit * /deny ¢

submit I
Please follow this link to log out.
This pags was built in 0,001675 sec
Proxy: Nene

Figure 5.14: Administrator Interface Config Screen

The last administrative function is called “database tasks” and it consistslefing old
entries from the database. In order to make it possible for administratoedete @ld portal

database entries, may it be for privacy reasons or something else,igljast one function,
which will delete old user and their session data.
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Chapter 6

Performance Evaluation

Since this portal is about authenticating and authorizing users for neaegdss, most perfor-
mance tests do not apply here. It would not make sense to measure thieseeme the portal
is delivering or the time in which the portal interface can be retrieved unenhload. More

important questions are how the access control daemon scales or howthédgration of a

roaming session handover is.

6.1 Scalability of the Access Control Daemon

It is important to know how the access control daemon scales with an ifmggeasnber of con-
current clients. Upon these results one can know what hardware lthiade in order to make
sure that the portal is still working properly even if the whole docking netvealdress space
is covered by clients. The design of the access control daemon andrtbspgmnding modules
was done with scalability in mind, so this is not expected to be a problem. Figushévis
a scalability test of the access control daemon on a Pentium 4 running a @&H512MB
RAM. The bars show how much time is needed in order process a certainenwhblients
simultaneously for a single loop iteration. The access control daemon’s maitidnality is
handled in a main loop which continuously is processed until the daemon is KHigdre 5.5
shows what functionality this loop contains. It is important that the accegsot@aemon can
handle all clients without a big delay in order to be able to react in time.

6.2 Session Handover Time

Since the proposed solution features re-authentication and re-auttworizgthout user inter-
action and thus a seaming-less session handover between multiple dodkiogkné is very
interesting to know what time such a procedure would take. One must noticth¢himing
is highly dependent on the underlying architecture and the involved tkafies. The session
handover can be divided into 4 different parts.

e 802.11 MAC layer handover

e |IP layer reconfiguration
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Figure 6.1: Access Control Daemon Scalability Test
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Figure 6.2: DHCP Client Configuration Times on Linux and FreeBSD

e Shibboleth re-authentication

e Portal re-authorization

The 802.11 MAC layer handover only applies if the docking network is iddesing a
802.11(b) layer of course. This measurement relies on that technokmzuge it is the most
widely used one but it up to the network operator to choose the underlgimgrk type as long
as it can be used with a TCP network stack. The 802.11(b) handovdyecanther divided
into the discovery, search and handover execution phase. Accacd[@8] this is also highly
hardware dependent and can take from 1104ms up to 1920ms.

The second reconfiguration procedure (IP layer) is done by the Dpt@Bcol. In general
it works as follows. The client sends a DCHPDISCOVER packet which léllresponded
by a DHCPOFFER packet from the server. Then the client answers ViltHGPREQUEST
and if this requests is accepted by the server it will sent a final DHCPA&ikgi. Then the
client may adjust its IP configuration according to the information that has sest with the
DHCPOFFER packet. Unfortunately this can take several seconds autitheh it takes varies
on different operating systems. This is shown in figures 6.2 where theFDdd@figuration time
is tested with a FreeBSD and a Linux client.
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Figure 6.3: Complete Session Handover Time, Worst and Best Case

The third phase is the Shibboleth re-authentication procedure. This id bpsa HTTP
redirects and consists of the following messages. The client browsecedfto make a HTTP
connection to the portal server and is redirected to the Shibboleth WAY#erseihen the
client gets redirected further to the corresponding Shibboleth identityigamowhere a re-
authentication takes place. Based upon the configuration of the identitigerdive latter proce-
dure can be done transparently without any user interaction. For thisireeants it is assumed
that this is done without any user interaction. Then the browser getsctstireack to the portal
and the client is re-authorized and is granted access in the new dockimgrke Since this
phase is handled by Shibboleth alone and the redirects may be differesgvieral users, it is
very difficult to get a general time frame for this procedure but typicallywhilshappen within
one or two seconds of time.

Last but not least the portals re-authorization is done but this can lxectesdjin relation to
the other procedures because it will take place in under 20ms using “cohma@hware. Figure
6.3 compares the best and the worst case of a session handovetupeotiming after each of
these four phases.

These measurements clearly show that the main time consumer of such a bassiover
is the DHCP re-configuration. The other parts do not play a significdatimoterm of time
consumption.
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Chapter 7

Conclusions and Outlook

As already mentioned earlier, the proposed solution has some security limitai@cannot be
eliminated using these technologies in their current point of developmentmahmereason for
that is that Shibboleth is completely based on HTTP redirects and theregéaneghhas to estab-
lish a direct connection to the corresponding identity provider before bgeng authenticated.
That way limited Internet access is already needed before any autimripeocedures can take
place. In addition to that, the only resources that can be secured at thentremmeveb servers,
there are no other interfaces that would make it possible to secure diffesources other than
web pages.

One possibility to improve those limitations would be to get rid of all those HTTPeetir
that the browser has to make. One could try to implement something like a Shibagésttithat
would act as an interface to other authentication and authorization intrasts like for exam-
ple RADIUS or Diameter. This agent then would accept authenticationmtiatiein a different
form than Shibboleth provides and then would act as a client in the Shibletetronment,
doing the authentication in charge of the actual client. Then any resporssages would be
passed back to the connected interface. This way, one could easilgatanRADIUS based
network authentication to a Shibboleth infrastructure. But there are savbéeprs using such
an agent. One point is that all the credentials heeded to get decryptédadied in clear text
somehow at such a component, which is something that is not really accefptebla privacy
point of view. Another problem is that the actual authentication proceidunet really a part
of Shibboleth itself. Normally it is just a web based HTML form which promptsuker for
a user name and a password. But then either the agent must be awawseoatithentication
methods used in the federation or the identity providers must be modified tptacgeneric
form of authentication messages. A message flow in such a scenario is shibggure 7.1. That
way different network access procedures could be used suctydsfdhbased authentication
protocols.

Another possibility to provide a secure network access procedure 8Ssiidpoleth would
be to make it transport and relay any kind of authentication credentialsf @ the authen-
tication procedure is not part of the protocol itself, the only service éreffs the HTTP based
WAYF component to find the right identity provider URL for each user. iden to make Shib-
boleth transport such an authentication procedure besides the bimagser HTTP redirection,
a new component is needed, called the Shibboleth authentication senigmparhis respon-
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Figure 7.1: Shibboleth Agent Message Flow

sible for receiving any authentication protocol, most likely transported iR BEfessages, and
forwards it to the corresponding identity provider in order to authenticateisler. In order to
easily integrate it in a network access scenario it would make sense thas@acithentication
server is able to read either Diameter or RADIUS tunneled EAP authenticatissages for
easy deployment in a 802.1X environment. Then this authentication serwgiddie able to
query the WAYF service where to authenticate the client if its needed. Thesy messages
could be encapsulated into the SOAP protocol since it is already usedhiyo®tih to transport
SAML messages. This also implies that the WAYF service needs to be emhiangaevay that
it offers such a SOAP based home organization query interface. Teecomponents of the
WAYF server does not need to be altered, only a new interface needsadded. After query-
ing the WAYF using SOAP objects, the Shibboleth authentication server jasisrte forward
the received authentication protocol to the identity provider. This authéoticprotocol can
again be tunneled in SOAP messages if needed. It just must be takeri taesecurity related
information that is being transported, hence the messages must be sajekindaaf altering,
man-in-the-middle and other security related attacks. Therefore, it wouké sense to tun-
nel them the same way than any other information is tunneled in a Shibboleth cacatmm
A message flow in such an authentication procedure is shown in figure p@n sliccessful
authentication the Shibboleth authentication server acts as a normal seonaep and may
request attributes about a user to use for an authorization decisionwa@haole based access
is possible as it is in the proposed solution explained in chapter 5 and cbapter
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Appendix A

Glossary

AAl Short term for authentication and authorization infrastructure.

Accounting Accounting measures the amount of resources that a user is using. Tostly
used for billing purpose.

ACD Stands for access control device. It is the device that makes the aatimridecision for
accessing a resource.

Authentication Authentication is the process that decides who a user actually is.
Authorization Authorization actually grants someone permission to do something or denies it.

DHCP Short term for dynamic host configuration protocol. It is used to autontigtmanfigure
client IP address configuration settings.

DMZ Stands for demilitarized zone. It is a part of a network that has publicaitite resources
in it and usually isn’'t as secured as private parts of a network since it meusccessible
from the Internet.

DNS Domain name service is the protocol used to resolv IP addresses fronindoanaes and
vica versa.

FTP File transfer protocol is an old protocol that is still being used to transfge lamounts of
data.

LDAP Short for lightweight directory access protocol. It is used for adngss directory ser-
vice which is usually stored in a tree like datastructure and its optimized foingeedta.
It is often used for storing authorization and account data.

Identity Provider Identity providers are entities that maintain and assert authentication and au-
thorization information about users that belong to their organization. Timtisemainly
used in Shibboleth and SAML environments.

IEEE The Institute of Electrical and Electronics Engineers is a non profit azgaon for the
advancement of technology related to electricity. They also define a Itadradards which
are used in computer network environments.
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LAN Stands for local area network, which is an ethernet network that isambbpthe internet
address space.

NPP Network printing protocol is used to send print jobs to remote printers.

Perl Interpreted programming language that is heavily used in Unix based syfsteatmin-
istrative tasks.

PHP Short for PHP: Hypertext Preprocessor. It is a widely used scrijdimguage that is being
used for web development.

PPP Stands for point to point protocol which is mainly depricated now and is mosty tor
tunneling dialup services.

SAML Acronym for security assertions markup language. It is a XML basaudmwork for
exchanging security information and it is being used by Shibboleth.

Service Provider A service provider is an entity that manages a protected resource in a Shib-
boleth or SAML environment.

SMB Stands for Samba, which is used for providing Windows based netwovices such
active directory, Netbios name resolution or remote file access on Unix péetforms.

SOAP Simple object access protocol is used by Shibboleth to transport SAMLagess

SSH Stands for secure shell, which is used for opening a remote shell sessipia secure
tunnel.

SSID In WLAN computer networking, a service set identifier (SSID) is a codelaéd to all
packets on a wireless network to identify each packet as part of thadrietw

SSL Short for secure sockets layer. This is a secure transport pratwuialy used to secure
internet based communication.

VLAN Stands for virtual local area network.
WLAN Short for wireless local area network.

WEP Stands for wired equivalent privacy. It is a standard that tried toigeoencryption
support for 802.11 networks but it has major design flaws and is notmeended to use.
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Appendix B

Source Code Interfaces

B.1 Portal Class Library Prototypes

This paragraph presents a closer look on the PHP classes and funistiahisy the portal library.
It shows how each class and its public methods are declared and whaté¢hfey. It just shows
the public interfaces of all class methods and their short documentation BHReportal class

library.

Access class:
/**
* This class handles the access control for the portal user. It is just
* a wrapper to the functions used by the snapd.pl daemon.

**/

classAccess {

/**
* Grants network access to the user that belongs to the current
* browser session.

*k‘k/

function gr ant () ;

/**
* Denies network access to the user that belongs to the current
* browser session.

*k*/

function deny() ;

Config module:
/**
* Reads the portals configuration file (etc/portal.conf) and stores
* the appropriate fields in PHP global definitions.

**/
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requi re_once ' Config. php’;

[* read and parse the config file */

$confFile = INCPATH .’ ../etc/portal.conf’;

$conf =& new Confi g;

$conf Root =& $conf- >parseConfig($confFile, 'IniFile);

[* catch any errors */
if (PEAR: : i sError($confRoot)) {

die(’ Error while reading configuration: . $confRoot->getMessage());
}

$settings = $conf Root - >toArray();

[* project title */
defing' PROJECT_TI TLE', $settings[’'root’ ][’ G obal ][ ProjectTitle ]);

[* start page url */
defing’ BASE.URL’', $settings[’'root’][’ G obal ][ Base URL']);

[* database type */
defing' DBTYPE' , $settings[' root’ ][’ G obal’'][’ DatabaseType’']);

[* database type */
defing( ' DBHOST', $settings[' root’ ][’ G obal ][’ DatabaseHost’]);

[* database name */
defing(' DBNAME' , $settings[' root’ ][’ G obal’'][’ DatabaseNane’']);

[* database user account */
defing(' DBUSER , $settings[' root’ ][’ G obal’'][’ DatabaseUser’]);

[* databse user password */
defing' DBPASS', $settings[' root’ ][’ G obal’'][’ DatabasePass’]);

[* aai policy attributes, please check /include/shib.inc for exact naming */
defing(’ SHI B_.POLI CY_ATTRI BUTES' , $settings[’ root’ ][’ d obal’ ][’ ShibPolicyAttributes']);

[* path to the portal scripts */
defing(’ SCRI PT_.PATH , $settings[’'root’][' G obal ][’ ScriptPath']);

DBase class:

/**

* Database wrapper class for PEAR DB.

**/

requi re_once(l NC_PATH . 'include/config.inc’);
requi re_once(’ DB. php’);

classDBase {

var $db;

/**

* Default constructor
**/

function DBase() ;

/**
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* Connects to the portal database using the credentials defined in
* the portal.conf config file.

**/

function connecy) ;

/**

* Query the database using the supplied SQL query command.

**/

function quer y($sql ) ;

/**

* Disconnect from the portal database.
**/

function di sconnect () ;

}
Error class:
/**
* A simple error handling class
**/
requi re_.once(I NC.PATH . "include/htm.inc");

classError {

/**

* Displays a html error page containing the supplied
* $msg and exit the current php script.

**/

function f at al ($nsQ) ;

Functions module:

/**

* Collection of static functions that don’t belong anywhere else.
**/

/**
* Returns the current time with a precision of microseconds.

**/

function get m croti ne();

/**

* Returns a nicely formatted URL of the current PHP page.

**/

function get currenturl ();

HTML class:
/**
* This class handles the HTML rendering. No other class or script
* (except the Error class) should print out HTML code.

**/
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[* required files. */

requi re_once(l NC_PATH . "include/config.inc’);
requi re_once(l NC.PATH . ’include/functions.inc’);
classHt m  {

var $htmn;

var $startTi ne;
var $endTi ne;
var $rrdG aphDir;

/**

* Default constructor

**/

function Ht M () ;

/**

* Adds HTML code to the current HTML rendering object.

**/

function add( $ht m ) ;

/**

* Generates HTML code for the portal page header. It will also
* accept custom HTML header tags, if supplied.

**/

function header( $custom = ' ") ;

/**

* Genereates HTML code for a common page footer.
**/

function f oot er () ;

/**

* Adds a logout link.

**/

function showLogout () ;

/**

* Generates HTML code for the administrator page header. This is

* slightly different from the user’s page header.
**/

function adni nHeader () ;

/**

* Generates HTML code for the administrator page footer. This is

* slightly different from the user’s page footer.
*'k/

function adni nFoot er () ;

/**

* Displays all users. Like any other HTML rendering function that
* needs to access the database, it expects a reference to a valid
* database object as a parameter.

**/

function | i st User s( &$db) ;

/**

* Displays a list of users that are currently online.
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* Expects a reference to a valid database object as a parameter.

**/

function showOnl i neUser s( &bdb) ;

/**

* Displays database tasks
**/

function showDBTasks( &$db) ;

/**

* Shows the current policy configuration and modification
* interface. Expects a reference to a valid database object as a
* parameter.

**/

function showConf i g( &$db) ;

/**

* Displays the user detail page.
* Expects a reference to a valid database object as a parameter.

**/

function showUser Det ai | (&$db) ;

/**

* Formats an integer representation of bytes into a nicely
* formatted string.

**/

function f or mat Byt eSt ri ng( $byt es) ;

/**

* Outputs the HTML code of the current object.

**/

function out put () ;

Policy class:

/**

* This class handles modification and access to the fine grained policy
* framework.
*/

requi re_.once(l NC.PATH . ’include/config.inc');
classPol i cy {

var $id;
var $db;
/**

* Default constructor

**/

function Pol i cy( &$db) ;

/**

* Adds a new policy rule for the supplied attribute.

**/

function add($attr, $value, $match, $rule);
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/**
* Deletes the policy rule with the supplied id.

**/

function del ($i d);

/**

* Checks if the supplied attribute/value pair is accepted by the
* current policy or not. Returns true upon success otherwise false.
**/

function check($attr, $val ue);

/**

* Returns true if the supplied attribute is already covered by a
* policy rule otherwise it will return false.
**/

function checkFor Rul e($attr);

Shib class:

/‘k*

* This class handles the mapping of the Shibboleth attributes to the
* PHP session variables.
*/

$SH BBOLETH.HTTP_HEADER _SESSI ON_VAPPI NG=array (
"HTTP_SHI B_.SW SSEP_UNI QUEI D"
=> "aai _swi ssEduPer sonUni quel D",
"HTTP_SHI B_.PERSON_SURNAME"
=> "aai _surnane",
"HTTP_SHI B_I| NETORGPERSON.G VENNANE"
=> "aai _gi venNane",
"HTTP_SHI B_.SW SSEP_DATEOFBI RTH"
=> "aai .swi ssEduPer sonBi rt hdat e",
"HTTP_SHI B_.SW SSEP_GENDER"
=> "aai .sw ssEduPer sonGender",
"HTTP_SHI B_I NETORGPERSON_PREFERREDL ANGUAGE"
=> "aai _preferredLanguage",
"HTTP_SHI B_I| NETORGPERSON_MAI L"
=> "aai _mai | ",
"HTTP_SHI B_I NETORGPERSON_.HOVEPOSTAL ADDRESS"
=> "aai _honePost al Addr ess",
"HTTP_SH B_ORGPERSON_POSTAL ADDRESS"
=> "aai _post al Address",
"HTTP_SHI B_I NETORGPERSON._HOVEPHONE"
=> "aai _.honePhone",
" HTTP_SHI B_PERSON_TEL EPHONENUNVBER'
=> "aai _t el ephoneNunber”,
"HTTP_SHI B_I NETORGPERSON_.MOBI LE"
=> "aai _nobi | eTel ephoneNunber",
"HTTP_SHI B_.SW SSEP_HOVEORGANI ZATI ON"
=> "aai .swi ssEduPer sonHoneOr gani zati on",
"HTTP_SHI B_.SW SSEP_HOVEORGANI ZAT| ONTYPE"
=> "aai _swi ssEduPer sonHonmeOr gani zati onType",
"HTTP_SH B_.EP_AFFI LI ATI ON"
=> "aai _eduPersonAffiliation",
"HTTP_SHI B_.SW SSEP_SW SSEDUPERSONSTUDYBRANCH1"
=> "aai .swi ssEduPer sonSt udyBranchl",
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"HTTP_SH B_SW SSEP_SW SSEDUPERSONSTUDYBRANCH2"
=> "aai -swi ssEduPer sonSt udyBr anch2",
"HTTP_SHI B_SW SSEP_SW SSEDUPERSONSTUDYBRANCH3"
=> "aai .swi ssEduPer sonSt udyBranch3",
"HTTP_SHI B_.SW SSEP_SW SSEDUPERSONSTUDYLEVEL"
=> "aai .swi ssEduPer sonSt udyLevel ",
"HTTP_SHI B_SW SSEP_SW SSEDUPERSONSTAFFCATEGORY"
=> "aai .swi ssEduPer sonSt af f Cat egory",
"HTTP_SHI B_EP_ORGDN'
=> "aai _.swi sseEduPer sonOr gDN"*,
"HTTP_SHI B_LEP_ORGUNI TDN"
=> "aai .swi ssEduPer sonOrgUni t DN',
"HTTP_SH B_.EP_ENTI TLEMENT"
=> "aai _swi ssEduPer sonEntitl enent"

)
classShib {
/**
* Copies the values of the Shibboleth attributes from HTTP headers to
* matching slots in the global session objé&EESSION.
**/
function st or el nSessi on() ;
}
User class:
/**

* This class handles all the users functionality like logging in and
* out, adding and deleting users and so on.
*/

requi re_once(l NC.PATH . "include/config.inc’);
requi re_once(l NC.PATH . "include/policy.inc");
requi re_.once(l NC.PATH . 'include/shib.inc");

classUser {

var $uid;
var $id;
var $db;

/**
* Default constructor. It will insert to supplied UserID if it

* doesn’t already exist in the database.
**/

function User ( $ui d, &$db);

/**

* Returns the database id of the current user.
**/

function get 1 d() ;

/**

* Returns all the attributes of the current user.

**/

function get Attri but es();
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/**

* Checks if the current user is authorized using the supplied
* Shibboleth attributes with the current policy.

*'k/

function aut hori zed() ;

/**

* Grants administrative privileges to the current user.
**/

function set Adm n( $ok) ;

/**

* Checks if the user is an administrator or not.

**/

function i sAdmi n();

/**

* Removes the current user and all its session data from the
* database.

**/

function del () ;

/**

* Inserts a new session entry for the current user.
**/

function sessi onStart ($i p) ;

/**

* Closes the current session entry in the database.
**/

function sessi onCl ose($session.id = fal se);

/**

* Returns the current open session if there is one. Returns false

* otherwise.
**/

function get QpenSessi on() ;

/**

* Static function that returns the number of administrators.

*‘k/

function get NumAdmni ns( $db) ;

/*‘k

* Static function that checks if the supplied UniquelD is already
* stored in the database or not.

**/

function checkUi d( $ui d, &$db);

/**
* Static function that checks if the supplied user is successfully
* authenticated. If the user has administrative privileges it will
* also set$ SESSION['useadmin’] to true.

*'k/

function checkAut henti cati on($ui d, $db);
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B.2 Portal Module Library Prototypes

This paragraph gives a overview how the Perl module’s public intesfiacdk like and what they
are for.

IPTables module:

#

# This package handles the integration with the IPTables chains. It can
# add/modify/remove rules in certain IPTables chains.

#

packagePortal : : | pt abl es;

#

# default class constructor
#

subnew() ;

#

# initializes the object and sets some default values.
#

subinitialize();

#

# check if the supplied string is a valid IPv4 representation.
#

subcheckl pSynt ax($) ;

#

# executes an iptables system command for the supplied rule arguments
# without passing it to the systems command shell for the sake of

# security.

#

subrul e(\%;

#

# checks if a rule that matches the supplied arguments already exists in
# the IPTables chain.

#

subrul eExi sts(\%;

#

# builds and executes commands for granting access to the supplied
# client.

#

subal | owd i ent ($);

#

# builds and executes commands for denying access to the supplied
# client.

#

subdenyd ient ($);

#

# builds and executes commands for adding a Shibboleth home organization
# destination rule.

#

subal | owDest i nation($);
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#

# builds and executes commands for removing a Shibboleth home ortiamiza
# destination rule.

#

subdenyDest i nation($);

#

# builds and executes a command for adding accounting support for the
# supplied client.

#

subaddAccount i ng($);

#

# builds and executes a command for disabling accounting support for the
# supplied client.

#

subdel Accounting($);

Log module:
#
# A simple logging package
#

packagePort al : : Log;

#

# default class contructor
#

subnew) ;

#

# returns the supplied string without leading and trailing quote
# characters.

#

substri pQuotes($);

#

# initializes the object and sets some default values
#

subinitialize();

#
# adds a default log entry using the supplied log level.
#
subadd( $$) ;
#
# adds an error log entry with the supplied log level.
#
suberr ($9$);
RTD module:
#

# This package is used for handling real time data. This is used for
# accounting and administrative purpose.

#

packagePort al : : RTD;
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#

# default constructor. It shouldn’t be used, since all functions are sédiic
#

subnew() ;

#

# creates a new realtime round robin database for the supplied client.
#

subcreate($);

#

# deletes the realtime round robin database for the supplied client.
#

subdel ete($);

#
# updates the round robin database using the supplied send and receive
# byte count.

#

subupdat e( $$$$$9) ;
Sessions module:

#

# This is the user session handling package where the core functionality
# of the portal access scripts is handled. This class is responsible for

# adding and deleting new sessions as well as for synchronizing the

# database with the IPTables chains.

#

packagePort al : : Sessi ons;

#

# default constructor.
#

subnew() ;

#

# returns the supplied string without leading and trailing quote
# characters.

#

substri pQuotes(9$);

#

# initializes the object and sets some default values.
#

subinitialize();

#

# checks if the supplied client has an open session or not.
#

subi sQpen($) ;

#

# updates the byte counter in the portal database for the supplied
# client.

#

subupdat eByt eCount ( $$$) ;

#
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# closes the session for the supplied client and perfom a logout.
#
subl ogout ($) ;

#

# returns a hash containing information about all currently open
# sessions that are stored in the portal database.

#

subget OpenDBSessi ons() ;

#

# returns a hash containing all open IPTables sessions.
#

subget QpenFi | t er Sessi ons() ;

#

# reads the accounting chain for the supplied client and returns a hash
# containing the traffic count.

#

subget Byt eCount () ;

#

# synchronizes the IPTables sessions and the portal database session
#

subsynchroni ze();

#

# cleans up the object and gracefully closes the database connection.
#

subcl eanup() ;

Shibboleth module:
#
# This package handles the interaction with the Shibboleth components of
# the portal server. In order to work properly the portal software must
# be aware of all home organizations and must be able to parse some of
# the Shibboleth config files.
#
packagePor t al : : Shi bbol et h;

#

# default constructor
#

subnew() ;

#

# initializes the object and sets some default parameters.
#

subinitialize();

#

# returns an array containing all IP addresses of all home organization
# of the current Shibboleth federation

#

subget HoneOr gl ps() ;

82



